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Ongoing world crises and global disruption have revealed Europe’s vulnerability, causing
severe challenges to its future sustainable development and welfare. Geopolitical conflicts,
pandemics and climate change are adding to the pressure faced by industries within
critical supply chains amidst a rapidly changing technological reality. Resilience and
technological sovereignty are renewed priorities. In these contexts, it is crucial to reinforce
Europe’s position in digital technologies, Artificial Intelligence, Data Science, and Robotics
(ADR) to further support societal welfare and accelerate the digital and green transitions.

ADR systems are rich in potential, but they also have risks that need to be mitigated d both
through regulation and innovation. Adra was founded to become the private partner of
the European Commission in the Public Private Partnership on ADR technologies and to
build a European innovation ecosystem. This partnership brings together European ADR
research, industry, and the public sector, promoting the convergence of ADR to tackle
global challenges and helping to build a more sustainable society in Europe and globally.
This partnership is also committed to promoting the safe use of ADR technologies.

The speed of innovation is relentless, and ADR has already had a strong impact on our
daily lives. We need to ensure that Europe’s companies and governments can also benefit
from the technology revolution, ensuring strategic autonomy over and within these ADR
technologies which can only be achieved through a strong and well-connected innovation
ecosystem.

This review is the result of the excellent work of Adra’s community and presents a long-term
vision for developing and deploying trustworthy ADR technologies in Europe to tackle the
big challenges of our time.

This document describes the strategic position of the Al, Data and Robotics Association
(Adra), also called ADR Partnership, from the perspective of Adra members, resulting in
several recommendations for the upcoming European work programmes. This position is
motivated by global challenges, together with a European strategy and goals that can
be addressed by Al, data, and robotics. This is the fourth Adra strategic review; the third
was published in 2020. The first part describes ADR’s Vision 2030, which looks at the global
challenges and major strategic objectives that the ADR partnership seeks to address.
The second part describes major trends and gaps. Finally, the third part describes the
recommendations for the EU strategic plan for 2025-27, which are in alignment with the
strategy.
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1. ADR Vision 2030

The ADR partnership seeks to enable a responsible Al-powered green digital transformation
for an attractive, sustainable, prosperous, secure, and resilient multicultural society, based
on European values with the highest living standards in the world. By 2030 Europe will have
created a shared secure data infrastructure that balances the need for privacy with the
need for effective and correct information that is interoperable with the rest of the world.

Autonomous robotic systems, in many shapes and forms, are improving effectiveness, safety,
and energy efficiency across sectors, including agriculture, transportation and healthcare.
Sophisticated and trustworthy Al-based systems provide effective and actionable decision-
making support to individuals, groups, companies, and governments based on accurate
and up-to-date information. The global share of technical solutions in Al, data, and robotics
provided by European companies is steadily increasing, providing cost-effective solutions
that respect human rights and values. Europe is attracting global talent in increasing
numbers and realising its ambitions through the emergence of a new era of trustworthy
Al-first companies, alongside improvements in quality of life and sustainable living across
the continent. Most leading global companies have significant research, development, and
production capabilities in Europe. Globally, Europe is seen as a stable and trustworthy partner,
leading the way towards a promising future for all of humanity.

To build on its potential requires a strong multi-stakeholder ecosystem that shares the
same direction, and is capable of developing and deploying next-generation technology
in accordance with society’s values. This needs to happen at increasing speed, scale, and
complexity, and in a way that creates impact while offering new business opportunities. The
future is data-driven, Al-powered and involves increasingly autonomous and sophisticated
robotic systems. The ADR Partnership is key to enabling the future and establishing a strong,
effective, and sustainable ecosystem for Al, data and robotics. By building bridges between
disciplines, as well as backing research, innovation, and deployment, the ADR partnership
willreduce the fragmentation of the European ADR landscape and contribute to establishing
a sustainable ecosystem that achieves global impact and stimulates value creation.
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Aligned with SRIDA’s vision', the Horizon Europe Work Programme 2021-22 (WP 21-22)
embraced ADR in the context of smart and agile manufacturing, the Green Deal, work
environments and industry optimisation. It also addressed technologies and solutions for
data sharing in common European data spaces through topics such as compliance privacy,
data management, datatrading, monetisation, exchange, andinteroperability. WP 21-22 also
tackled issues related to robotics cognition, Al for human empowerment, increased robotics
capabilities for key sectors, trustworthy Al and European coordination on trustworthy ADR.
WP23-24 addresses integration of the data lifecycle, the cognitive computing continuum,
Al-driven data operations, and compliance technologies. It also tackles novel paradigms
and approaches for Al-driven autonomy, a step change in autonomy, and collaborative
intelligence between machines and humans. Finally, WP23-24 also encompasses open
innovation regarding broader challenges with Al, efficient trustworthy Al, explainable and
robust Al, and natural language understanding and interaction.

As a continuation of these efforts and following these new developments, the work
programme 2025-27 will further elaborate on the challenges surrounding ADR, such as
trustworthy Al, robotics autonomy, flexible functionality, compliance, new paradigms, and
improved standards for efficient data processing and computing. it willalso further elaborate
on smart and cognitive manufacturing, as well as increased autonomy and resilience of
production by exploiting ADR for remanufacturing, recycling, waste management, and
re-valorisation. Finally, considerable efforts should be made to improve human-machine
collaboration, ethics, and compliance for ADR to service society.

1. Ziliner, S, Bisset, D., Milano, M., Curry, E., Garcia Robles, A, Hahn, T, Irgens, M,, Lafrenz, R, Liepert, B, O'Sullivan,
B. and Smeulders, A, (eds), (2020). “Strategic Research, Innovation and Deployment Agenda - Al, Data and
Robotics Partnership. Third Release.” September 2020, Brussels. BDVA, euRobotics, ELLIS, EurAl and CLAIRE",


https://adr-association.eu/wp-content/uploads/2020/09/AI-Data-Robotics-Partnership-SRIDA-V3.0-1.pdf
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1.1 Alignment with European ADR efforts

Collaborative efforts

The Strategic Research Innovation and Deployment Agenda (SRIDA) aims to build on the
fundamentals of Europe’s aspirations to be a world-leader in ADR, by both enhancing the
revenue-generating potential of companies’ business models and enriching our society.
It is closely aligned with the EU strategic initiatives landscape, including the Al Innovation
Package,' the Al Continent Action Plan,?> the Apply Al Strategy,® the Al in Science Strategy,*
and the Resource for Al Science in Europe (RAISE),? all of which collectively aim to strengthen
Europe’s capacity to develop, deploy, and scale trustworthy Aland data-driven technologies.

The Al Continent Action Plan,® delivered by the European Commission in April 20257, outlined
a bold vision to place Europe at the forefront of trustworthy Al development, backed by the
launch of InvestAl® and a commitment to mobilise €200 billion. The plan was built to serve
the purpose of competitiveness and productivity on one hand, and sovereignty, security and
democracy on the other, showing full alignment with the overarching recommendations
for the Horizon Europe work programme 2025-27 that this SRIDA suggests. The plan covers
five different areas (Figure 1): Computing infrastructure; data (further developed by the
Data Union Strategy); development of algorithms and adoption (further developed by the
Apply Al strategy® and Al in Science strategy); skills, and the simplification of rules.

Computing
infrastructure

F~
L P I
ol 5l
* \\/ )

Lo

Simplify rules

Development of algorithms
and adoption

Figure I. The Al Continent Action Plan, five areas (pillars)


https://bdva.eu/news/investai-200-bil-euro-in-ai/
https://digital-strategy.ec.europa.eu/en/factpages/ai-innovation-package
https://digital-strategy.ec.europa.eu/en/library/ai-continent-action-plan
https://digital-strategy.ec.europa.eu/en/policies/apply-ai
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52025DC0724&qid=1762332390557
https://ec.europa.eu/commission/presscorner/detail/en/ip_25_2578
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SRIDA’s Big Tickets align with and contribute to all these different pillars as follows:

» Big Ticket 1 (Ground-breaking Technological Foundations) and Big Ticket 2 (Effective and
Trustworthy General Purpose ADR) directly contribute to the Development of algorithms
and adoption pillar, offering guidance and a roadmap for Al researchers and industries
benefiting from the computing infrastructure pillar of the Action Plan. Both the users and
host organisations of the Al Factories and future Al gigafactories can benefit from the
suggested roadmap and strategies presented in this SRIDA. For example, by optimising
infrastructure for Al based on the new trends and roadmaps, identifying sectors where the
impact of the new technologies can be expected to be higher, and offering infrastructure
services fitting the future needs of Al researchers and companies.

» Big Ticket 3 (an interoperable and integrated framework for data and model ecosystems)
directly contributes to the Data pillar, addressing the main challenges related to accessing
the massive amount of high-quality restricted and non-restricted data required for Al.

» Big Ticket 4 (Next generation robots with embodied intelligence) directly contributes to
the pillar of the Apply Al strategy, addressing challenges, impact and roadmap of Al-
powered robotics that create impact in strategic sectors of the European economy.

» BigTicket5 (ADR Technology for the Sciences) offers a direct and very relevant contribution
to the Al in Science Strategy (part of the Development of algorithms and adoption) pillar.

» Lastbut notleast, Big Ticket 6 (Research, innovation, and tools for compliqnce) contributes
to the pillar of Al adoption, data and simplification. The Skills pillar is covered by all the
Big Tickets transversally and aligns with the overarching recommendations provided by
this SRIDA.

ADRA Inputs to Apply Al Strategy

Despite possessing world-class research capabilities in Al and robotics, Europe confronts
a critical and widening ‘innovation-to-leadership gap’. This is a systemic, bi-directional
failure where scientific breakthroughs are not translated into market-dominating
companies at the required speed, while industries simultaneously fail to invest in and seek
out game-changing innovation. This gap is sustained by deep-rooted issues within existing
frameworks, including fragmentation and silos, risk aversion, and a mismatch between
funding cycles and the speed of technology. Incremental change is insufficient to bridge
this divide: a fundamental reimagining of the public-private collaborative framework is
necessary to deliver disruptive and highly saleable innovations.

To address this, the European Robotics Catalyst has been introduced to serve as a vital
intermediary across the full technology stack. The Catalyst has two primary functions.
Firstly, it relays the voice of the end-user throughout the value chain, conveying the needs
of the market to guide innovation while providing essential infrastructure, coaching, capital,
and expert support. Secondly, it functions as a challenge-driven ecosystem orchestration
engine, delivering crucial oversight across diverse portfolios of initiatives. This structure is
designed to actively manage and connect the different stages of development, ensuring
that research efforts are aligned with real-world applications and commercial potential.
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The European Robotics Catalyst differs fundamentally from current instruments because it
prioritises market-driven principles. It champions market pull over technology push, using
strategic public procurement and industry-prioritised challenges to ensure innovations
have clear commercial pathways from the outset. It is specifically designed for private
capital attraction, employing sophisticated de-risking mechanisms and government-
backed venture capitalto make European Al-powered robotics startups genuinely attractive
to private investors. Finally, it implements empowered and independent programme
management, where qualified managers are given milestone-based funding and the
mandate for intellectually honest project termination, replacing bureaucratic inertia with
the agility needed to accelerate innovation and prevent resource wastage.

1.2 ADR Missions

1. Creating a strong, coherent, and effective ecosystem for Al, data, and robotics.

2. Maintaining and strengthening European industrial leadership in robotics, computer
vision, and trustworthy Al.

3.Integrating and connecting the European research landscape around Al, data, and
robotics.

4.Developing a powerful strategy for skills development and attracting talent to Europe.

5.Developing ADR technologies with high socio-economic impact to reinforce Europe’s
strong and globally competitive position.

6. Ensuring societal trust in Al, data, and robotics.

Europe needs a functioning ecosystem covering ADR that can establish the foundation
for boosting value created by the innovative development and deployment of these
technologies. No single player can achieve this; the sharing of assets, technology, skills,
and knowledge is crucial. A critical mass of engaged stakeholders is also needed to scale
the deployment of these technologies in real-world situations. Although Europe has strong
ecosystems centred around Al, data, and robotics separately, it needs to develop a single
interconnected ecosystem that spans both the European territory and different technical
areas. An ecosystem that connects and leverages European efforts in each of these areas
needs to reflect the complexity and diversity of its constituents. It must encompass the
three dimensions of Al, data and robotics, and ensure that knowledge is cross-fertilised.
This requires effective engagement from all stakeholders and alignment between them to
ensure efficient collaboration. This is Adra’s key mission.

Europe is a world leader in robotics, computer vision and trustworthy Al technologies,
with a considerable global market share and a well-established ecosystem of scientists,
developers, suppliers, system integrators, and end-users. This trend is ongoing, but the
current competition around semiconductor innovation and the rapid development of
computer vision and robotic-based Al, both in Asia and North America, poses risks to
Europe’s leading status. It also potentially deprives Europe of opportunities. For example,
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the rapid growth of chip manufacturing planned in factories across the USA, Korea, Japan,
and Indig, together with the development of global standards, provides support for these
regions to implement and adopt these technologies. Europe should therefore seek to
maintain its world-leading status by prioritising investments that strengthen its position,
such as the EU Chips Act.

Europe has a strong Al, data and robotics research capability and capacity in academia
and research organisations. However, their activities are fragmented between different
communities, and siloed across disciplines and member states. This reduces the
effectiveness and impact of European companies. It also reduces Europe’s capacity to
translate research into innovative solutions, and to develop research addressing real-world
challenges. This fragmentation must be tackled, or investments in research, innovation,
and deployment will not maximise efficiency and effectiveness, due to redundant and
sometimes even counter-productive activities.

A coherentapproach to skills developmentis needed across Europe, from primary education
to university and job market levels. Small-scale and national initiatives need to be covered
at a European level. As ADR uptake accelerates across Europe in the coming decades, there
is a need to ensure that the workforce has the skills to deploy, install, and maintain ADR
systems. There must also be training of technical specialists to design and develop such
systems. A failure to address the skills deficit will inhibit future deployment, as technology
can only partially address the shortfall. The creation of a coherent European strategy to
ensure the existence of necessary advanced skills will play an essential role in ensuring that
productivity gains from new technology are maximised.

More alarming is the steady outmigration of EU citizens with exceptional Al, data and robotics
skills, mainly to the US, who would have offered the potential to generate wealth across Europe.
The continent must act to establish processes and actions that can boost the attractiveness
of existing European innovation ecosystems or develop new ones to retain talent.

According to research,10 Al can drive a 7% increase in global GDP over a ten year period
and potentially mitigate up to 10% of global greenhouse gas emissions by 2030.11 This is
equivalent to the total emissions of the European Union.12 There is growing attention on ADR
as key instruments for growth and for shaping the new undesirable societal structures.13 In
these contexts, the scale and complexity of problems to be solved pose new challenges to
current Al techniques that need to be scaled, made global and more efficient, incorporated
into hybrid Al systems and integrated with knowledge coming from human experts. In

10. https://www.goldmansachs.com/intelligence/pages/generative-ai-could-raise-global-gdp-by-7-

1. Dannouni, A, Deutscher, S. A, Dezsaz, G, EIman, A, Gawel, A, Hanna, M., Kharij, A, Jones, E. R, Patterson,

12.
13.



https://www.goldmansachs.com/intelligence/pages/generative-ai-could-raise-global-gdp-by-7-percent.html
https://www.goldmansachs.com/intelligence/pages/generative-ai-could-raise-global-gdp-by-7-percent.html
https://web-assets.bcg.com/72/cf/b609ac3d4ac6829bae6fa88b8329/bcg-accelerating-climate-action-with-ai-nov-2023-rev.pdf
https://web-assets.bcg.com/72/cf/b609ac3d4ac6829bae6fa88b8329/bcg-accelerating-climate-action-with-ai-nov-2023-rev.pdf
https://sustainabilitymag.com/tech-ai/google-and-bcg-report-on-accelerating-climate-action-with-ai
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addition, security issues arising from terrorism-related incidents, epidemics and natural
disasters can also be addressed and better managed through smart systems.

There are many misconceptions surrounding Al, data and robotics, and these technologies
are not fully accepted by society in all areas of application. This lack of acceptance will slow
uptake, particularly where mistrust is unfounded, and may also cause damage in markets
where the real dangers are not fully understood.

1.3 ADR Goals

The ADR Partnership is committed to contributing to the following high-level goals.

1. Boosting Europe’s Al, data, and robotics industry, increasing its competitiveness and
accelerating its digital and green transformation in accordance with the Digital Decade.

2. Achieving European strategic autonomy in Al, data and robotics.
3. Achieving global research impact in Al, data and robotics.

4.Maximising the societal and environmental benefits of Al, data and robotics to tackle
major societal challenges on climate, food, energy, health, and security.

It is of paramount importance to boost the innovation ecosystem for European industries
to stay globally competitive. One key aspect is to secure European access to relevant
resources such as key technologies and raw materials. Europe must facilitate creative
thinking for existing and new businesses that can strengthen the region’s resilience and
independence when it comes to the production and supply of basic elements such as food,
energy, semiconductors, and pharmaceutical products.

The responsible Al-powered green digital transformation is accelerating, and European
companies are in a good position to drive and leverage this development. This trend should
be supported with a regulated framework on compliance and legislation to strengthen
solutions deployment and acceptance. American, Chinese, and other Asian companies
already invest heavily in Al, data, and robotics. The World Economic Forum estimates that
70 percent of all new value over the next ten years will be digital. According to McKinsey,
Europe needs to take immediate action to invest in enabling and horizontal technologies,
since “technology is now permeating all sectors via transversal technologies such as
artificial intelligence, the bio-revolution, and the cloud.” McKinsey states that “although
Europe has many high-performing companies, in aggregate European companies under-
perform relative to those in other major regions: they are growing more slowly, creating
lower returns, and investing less in R&D than their US counterparts. This largely reflects the
fact that Europe missed the last technology revolution, lagging on value and growth in
information and communications technology and on other disruptive innovations.”

To close this gap, Europe needs to take immediate measures to increase the volume of
public and private investment, involving established companies, new companies and
new business domains. Cooperation and integration across regulatory and technological


https://www.mckinsey.com/capabilities/strategy-and-corporate-finance/our-insights/securing-europes-competitiveness-addressing-its-technology-gap
https://www.mckinsey.com/capabilities/strategy-and-corporate-finance/our-insights/securing-europes-competitiveness-addressing-its-technology-gap
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domains are essential for societal well-being, economic growth, and technological
progress. For example, generative Al, neuro-symbolic Al, and Al-enhanced robots can
be customised to specific high-impact application domains (such as healthcare,
assisted living, manufacturing and logistics, food, forestry, inspection & maintenance of
infrastructure, large power and industrial plants, and other service robots™ used in the
home or for shopping, education, and entertainment). This is where initiatives like those of
the ADR Partnership take on a central role.

One approach to drive the development and gain an advantage is to develop tools
and processes that enable companies to increase their value creation. These are often
de-facto norms that are consensus-based and centre on international standards. It
is therefore necessary to actively engage in standardisation work, preferably being
able to steer these standards towards European interests. Well-balanced regulation
is becoming increasingly important and can translate into a competitive advantage
for Europe if we invest in the research, tools, engineering frameworks and sandboxes to
facilitate compliance and accelerate the emergence of new types of innovation among
complex regulatory landscapes. A key goal for the ADR partnership is to contribute to pre-
standardisation activities that bring research experts together with regulators, the industry
and standardisation bodies to accelerate the definition of European standards and to
position them worldwide.

To maintain strategic autonomy, Europe needs to ensure that it has all the relevant
competences and capabilities. This involves learning existing methods (and often adapting
and improving them to our needs) and developing unique new methods; both the methods
themselves and their application can be unique. To achieve this, we will require systematic
approaches to continue funding successful research projects and transfer research results,
with the goal of both developing the technology further and learning how the existing
technology works. Having European companies involved in research projects with leading
researchers outside of Europe could be a way of bringing that know-how to European

15. “World Robotics 2024 — Service Robots incl. Mobile and Medical Robots”, International Federation of
Robotics (2024).

B



Adra Strategic Research, Innovation, and Deployment Agenda 2025-2027 e Alm
Association

companies. Furthermore, bringing education, research, and field applications closer
together will strengthen competencies with specific domain knowledge. In other words,
the gap between education, research and professional deployment should be minimised
through the establishment of joint infrastructures that facilitate practical training for
students and scientists to extend their theoretical knowledge via real-world scenarios.

To achieve global impact, it is often necessary to work on the current hot topics and publish
research in the most prestigious outlets. It is even better to be the first to discover the next
big thing. This is highly desirable and worth striving for, but it cannot be planned, as science
is inherently characterised by a lack of predictability. This is a major challenge when
preparing for a work programme that starts in two years, and where it may be necessary
to predict what the next big thing will be three years from now. It is possible to recognise
trends and predict the general direction that research will take. However, this is harder
in research fields that move very fast, such as Al, data and robotics. Findings from 2021
are often considered out of date, since there is often significant progress on the most
active research topics within a single year. A viable alternative is to set a goal of having
a significant impact on the major conferences and journals in the area. For example, this
could involve publishing at least 100 papers at each major outlet, such as AAAI, ICML, IJCAI,
CVPR, ICCV, ICRA, NeurlPS, PAMI, Nature, Science, etc. every year. This could be achieved
through a yearly call for next-generation high-impact methods in Al, data and robotics.

The ADR technology under development in the ADR Partnership represents enablers and
opportunities to address the major societal challenges described in the first section (e.g,,
climate, energy, and food security). It is therefore an important goal for Adra to ensure that
Europe develops ADR technology, not only to strengthen its position on business leadership,
but for the purpose of societal welfare and sustainability. This can be summarised as Al
for good and Al for all. It is of paramount importance that technological progress benefits
everyone. For example, Al-enhanced and data-powered robotics can support societal
objectives such as the green economy (recycling, remanufacturing, agri-food, inspection),
healthy ageing (healthcare and assisted living), welfare at work (HRI, HRC, agri-food, dirty,
dull, and dangerous tasks), ethics in robotics (safety) and strengthening industrial policy
for European industries.
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2. Major Trends and Gaps

Adra focuses on the cross-section between Al, data and robotics, with the long-term goal
of achieving convergence in these areas. ADR is not yet an area of its own, the trends and
gaps analysis are based on three existing communities, which all have significant overlaps
and interactions.

There is currently immense interest in generative Al', especially large language models
and multimodal systems. The past year has seen significant advances in reasoning-
capable models like OpenAl's ol and the emergence of Al agents that can complete
complex tasks autonomously, alongside major breakthroughs in video generation with
models like OpenAl's Sora 2 and Google’s Veo, which now generate realistic videos with
synchronised audio and dialogue. Current developments focus on enhancing reasoning
capabilities, improving multimodal integration across text, images, code and audio, and
expanding context windows to process vast amounts of information, while also advancing
data curation quality and post-training techniques to improve model performance. A
critical challenge is that Al may soon exhaust all publicly available human-generated
training data. This has accelerated the adoption of synthetic data—artificially generated
information that mimics real-world patterns—with projections that synthetic data could
represent 80% of Al training data by 2028. Synthetic data addresses privacy concerns, helps
reduce bias, and provides unlimited training examples, which are particularly valuable
for rare scenarios like autonomous vehicle edge cases, though it carries risks of model
collapse and error propagation if models rely too heavily on synthetic data without human
oversight. Managing intellectual property rights remains challenging, especially as content
creators and platforms increasingly restrict data access to prevent scraping for Al training.
An important research direction involves automated fact-checking systems that verify Al-
generated content by retrieving contextual information, explaining reasoning processes,
and citing sources to address verifiability concerns. The most limiting factor for European
involvement in large language models is the capacity to develop and deploy large-scale
models.

One significant trend is neuro-symbolic hybrid Al methods, which pursue systematic and
well-grounded approaches to combine symbolic and neural representations, integrating
reasoning and learningin principled ways.In 2025, neuro-symbolic Algained wider adoption
with the aim of addressing hallucination issues in large language models, with companies
like Amazon applying it in warehouse robots and shopping assistants to enhance accuracy
and decision-making. With new Al regulations including the EU Al Act, black-box models
are no longer acceptable in high-stakes applications. Al systems must now explain their
decisions, which makes neuro-symbolic approaches valuable since verifiability and
assurance are viable within symbolic components and they facilitate transparency and
explainability for the public. Neuro-symbolic Al appears in the 2025 Gartner Hype Cycle for
Artificial Intelligence as an early-stage technique that aims to bring more logic, structure,
and context into how Al systems think and decide. Recent systematic reviews show that
from 2020 to 2024, neuro-symbolic Al research experienced rapid growth. Europe maintains

16. E.Curry, F. Heintz, S. Leijnen, T. Jongen, F. A. Zeleti, A. N. Belbachir, P. Piatkiewicz, E. Girardi, “Trustworthy
Generative Al: Fundamentals, Applications, and Future Directions,” Springer 2026.
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strong research foundations in this field, although global recognition and adoption are now
widespread. These methods align well with Europe’s vision of trustworthy human-centred
Al, particularly given the EU Al Act’s requirements for safety, transparency, and fundamental
rights protection, with key provisions for high-risk systems. Neuro-symbolic generative Al
is a great opportunity for Europe: it originates from Europe, has largely been developed in
Europe, and is now getting global recognition.

Another trend is learning from human feedback, especially Reinforcement Learning with
Human Feedback (RLHF). Seen as a few-shot learning problem, this provides opportunities
for individuals to personalise models or to steer them towards styles and topics that are
relevant for them. This can also be a way to reduce the need for ever-increasing amounts
of data. A parallel development is Reinforcement Learning with Verifiable Rewards (RLVR),
successfully employed in models like DeepSeek-R1 and 03, which uses simple rule-based
functions providing clear binary feedback (correct/incorrect) based on deterministic
tools such as calculators for math or compilers for code, rather than learned reward
models. Recent advances have expanded RLVR beyond mathematics and coding to
diverse domains including medicine, chemistry, psychology, and economics by using
generative scoring techniques that provide soft, model-based reward signals for handling
unstructured reference answers. Further innovations include RL from Al Feedback (RLAIF),
which addresses the expense of gathering high-quality human preference labels by using
Al-generated preferences, achieving comparable performance to RLHF while enabling “self-
improvement” pathways. These approaches enable few-shot personalization where models
can quickly adapt to individual user preferences and contexts through in-context learning
capabilities, allowing users to customise model behaviour with minimal examples. While
RLHF requires relatively small amounts of comparison data to be effective, making it more
data-efficient than traditional supervised learning, emerging trends include automated
feedback generation using synthetic human-like feedback to reduce annotation costs,
and cross-domain transfer allowing models trained in one sector to adapt more quickly to
another. This evolution addresses the dual challenge of reducing data requirements while
enabling individuals to steer models toward styles, topics, and behaviours relevant to their
specific needs.
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In general, impressive progress has been made in dealing with relatively simple modalities
including text, images, audio, and video. Now leading multimodal models natively process
text,images, audio, and video in unified workflows. The native multimodal capabilities signal
a future where Al seamlessly processes diverse data types in unified workflows, enabling
more natural human-Al interaction. The next major challenges involve more complex data
structures such as social networks, molecular structures, transportation networks, and
other graph-based representations. Graph Neural Networks (GNNs) have emerged as the
key approach for geometric graphs with physical symmetries of translations, rotations,
and reflections, with geometric GNNs equipped with invariant and equivariant properties
to better characterise geometry and topology. GNNs have proven particularly successful
in materials science and chemistry due to their ability to directly access structural
representations of molecules and materials. There is ongoing work in the field of geometric
deep learning, which incorporates physical symmetries, enabling applications from
protein structure prediction to molecular chirality recognition. Physics-Informed Neural
Networks (PINNs) have emerged as a transformative approach that embeds physical
laws described by partial differential equations directly into neural network training, acting
as regularisation that increases generalisability even with limited training data. These
advances in geometric learning and physics-informed approaches represent principled
ways to incorporate domain knowledge and physical constraints into neural networks,
addressing the fundamental challenge of moving beyond simple pattern recognition to
genuine understanding of complex structured data.

Agentic Al has moved away from reactive generative models to autonomous systems
capable of planning, reasoning, and executing complex tasks with minimal human supervision.
Recent research distinguishes between basic Al agents, which are modular systems driven
by large language models for task-specific automation through tool integration and prompt
engineering, and true agentic Al systems characterised by multi-agent collaboration, dynamic
task decomposition, persistent memory, and coordinated autonomy. Agentic Al constitutes the
next major evolutionary step beyond generative Al, with substantially stronger reasoning and
interaction capabilities enabling more autonomous behaviour to tackle complex tasks. Scientific
applications have demonstrated potential for automating literature reviews, experimental design,
and data analysis, with frameworks like Agent Laboratory autonomously progressing through
research idea development, experimentation, and report writing, although significant challenges
remain in deep domain-specific knowledge and human-Al collaboration. A critical limitation of
current agent systems is their reliance on manually crafted configurations that remain static
after deployment. This problem has incentivised research on self-evolving Al agents that can
automatically enhance themselves based on interaction data and environmental feedback,
bridging static foundation model capabilities with continuous adaptation requirements. One
important architectural development is the suggestion that small language models (SLMs,
typically below 10 billion parameters) are sufficiently powerful and more economical for many
agentic invocations where models perform specialised tasks repetitively; heterogeneous agentic
systems combining multiple models are emerging as the natural choice. Theoretical frameworks
propose defining agentic capabilities through “functional agency”’—quantifying systems by
their ability to take goal-directed actions, model outcomes, and adapt behaviour when action-
outcome models change, with current LLM-based agents showing significant limitations in
longer-horizon tasks due to difficulties in environmental interfacing, lack of common sense
reasoning, and tendencies toward self-deception. The field represents a fundamental transition
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from single-use reactive systems to adaptive, goal-directed autonomous agents capable of
operating in dynamic environments, though substantial research challenges remain in the areas
of reliability, long-horizon planning, human-agent interaction, and security before agents can be
widely deployed in critical applications.

There has been significant progress towards promoting the free flow of data, sharing
data and breaking data silos between different domains. However, several gaps remain,
including interoperability, global trust and governance frameworks, and tools and methods
to support compliance with existing and emerging data and Al regulations across the
system lifecycle. Standardisation efforts are needed to guarantee trust, connectivity, and
scalability of data storage and processing along the cloud-edge computing continuum.
Sourcing high-quality and IPR/privacy-compliant data (including real, anonymised, and
synthetic) for training Al models is also a key challenge.

There are several gaps in the field of robotics. Robots are highly application-specific
machines that are founded on a common set of methodologies and building blocks.
European standards must be set around modularity and the development of design,
certification and validation tools that accelerate the development of supply chains, and,
where modularity is not appropriate, around processes that speed up time to market. This
work needs to be conducted on a European scale and actively involve regulators and test
facilities to bring results that align with the market sector by sector. We need to invest
in community-building, address regulatory issues, ensure standardisation, and involve
testing and experimentation facilities (TEFs) as well as the European networks of DIHs and
centres of research excellence. The problems that need to be solved are sector-specific
and detailed. Generic approaches will not suffice.

Robotics should focus onimpacting specific sectors, such as construction, cities, healthcare,
agri-food, and energy supply. While partnerships exist in these areas, their natural focus is
on their own major priorities, rather than new technology. For example, while the healthcare
sector may recognise that robotics has a role to play, it will not be prioritised over vaccine
development or drug discovery. It is therefore important that the ADR Partnership joins
forces with sector-specific communities and partnerships, addressing those applications
and verticals in the work programme.

There are considerable technical and procedural challenges to reaching basic robotic
abilities and technologies, independent of application domains. There is a need to
integrate Al-data and robotics and other technologies (e.g., HPC, loT/robot middleware
and operating systems) that can enable limited self-awareness, understanding of an
environment, and planning. We need novel architectures and components (mechatronics
and control) for achieving soft robotics, small-scale robots, flying robots and water robots
that are completely autonomous. Human-robot interaction and collaboration that is
physical and non-physical, as well as robot-robot interaction and collaboration and swarm
robotics, should follow safety and process regulation. Other challenges include biomimetic
perception and control; extended reality in robotics; dexterous grasping, manipulation, and
navigation; localisation and mapping.

The linkage between materials and robotics is exemplified by the trend towards “soft
robotics”, while micro and small-scale robotics is exemplified by “origami robots”. There
is extensive research into the necessary materials across Europe, and a strong need to
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connect these efforts to the development of future robotic systems that move away from
the prevailing “box on wheels” configuration.

European-wide networks need to be focused on key European strengths or around the
development of ecosystems where there is underlying strength that can be improved
through coordination. To date, these networks have been broad-based, with little attempt
to align. Networks have the potential to be aligned with missions, specific functional
expertise, or specific emerging sectors. Tighter focus around networks of excellence will
help to develop key strengths.

When it comes to data, innovators, SMEs and start-ups need good access to world-class,
large-scale, federated and secure infrastructure. This includes access to data and resources
such as HPC and test environments. Strong investment in HPC is taking place thanks to
the EuroHPC JU, but additional investment needs to be directed towards computing-big
data management-ML convergence and towards providing access to federated data
experimentation and infrastructures. The lack of accessible and high-quality infrastructure
will slow market development and limit success.

Another key challenge is the lack of certainty around the effect that new data and Al
regulations (such as the Data Governance Act, the Data Act and the Al Act) will have on the
market. Companies, especially SMEs, will require tools and support to address compliance,
data access and exchange, data quality, right to explain and trustworthiness. New roles and
business opportunities (such as data intermediaries) are emerging in the context of these
new regulations; new markets and novel applications can also emerge. Strong investment
in research, research-industry collaboration, methods, tools for compliance, support, and
access to experimentation, through European-wide federated secure experimentation
environments that offer support and sandboxing opportunities for companies, are
needed to transform a potential threat into a strong opportunity for European industry. A
multidisciplinary approach is also crucial to addressing this challenge.

The complexity and cost of creating deployable systems based on data knowledge and the
availability of pre-competitive big data sets to train Al models can also prove challenging.
However, it can be a game changer for the EU if achieved. Large-scale industry pilots and
applications using those datasets (synergies ADR) are needed to demonstrate impact.
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At the same time, the engineering and deployment of new ADR systems must take into
account privacy, trust, security, and ethics (beyond compliance).

Unfortunately, many European organisations lack the skills to manage or deploy smart
technical solutions that can be built on new technologies. However, there is already a global
race for talent. Regions with the most vibrant technology landscape are better positioned
to attract skilled professionals and retain local talent.

Finally, a lack of understanding of the business opportunities involved is also hampering
progress. Achieving businessimpacts from smart technologies requires a fullunderstanding
of the market, the technology and its effects on business processes and models. Because
this requires integrating knowledge from multiple stakeholders, it can result in low levels
of uptake due to uncertainty and a lack of knowledge. In addition, the novelty of these
technologies means that emerging business potential may not be obvious from the outset,
which in turn slows the return on investment.

2.1 Global Challenges

Recent geopolitical crises and global disruption are causing severe challenges to Europe’s
future sustainable development and welfare. Access to essential resources” such as
food®, energy, and water are constrained by population growth, decreasing arable land,
and intensifying global demand. Moreover, factories and human capital are continuously
migrating to other ecosystems outside Europe. Climate change'” is leading to more
unstable weather conditions, more frequent and disruptive natural disasters and the
potential displacement of large groups of people across the globe. Demographic changes
lead to a shrinking working-age population that needs to provide for and take care of an
ageing population. Geopolitical instabilities,?° ranging from increasing tensions between
major countries to political unrest, are reducing global cohesion and cooperation. This is
especially challenging when dealing with global disruptions such as pandemics, natural
disasters and wars.

Fortunately, Europe still enjoys high living standards with a well-developed welfare system.
However, it is under severe pressure. Three major choke points are:

1. Europe’s dependency on global supply chains for essential resources (such as energy)
makes its society and industries vulnerable to global crises.

2. Europe’s increasing workforce needs make it vulnerable to demographic changes and
global competition.

3. Europe’s dependency on the world supply of key technologies and materials (such as
semiconductors and active pharmaceutical ingredients) makes its society and industries
vulnerable to global disruptions.

Al, data and robotics can enable sustainable security and strategic autonomy in Europe
for food, energy, key technologies and industries. European industries specialising in


https://www.fao.org/fileadmin/templates/wsfs/docs/Issues_papers/HLEF2050_Global_Agriculture.pdf
https://info.bml.gv.at/en/topics/food/food-security-in-europe-through-climate-change-research.html
https://www.faccejpi.net/en/faccejpi.htm
https://www.cer.eu/hot-topics/geopolitical-eu
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robotics, computer vision and trustworthy Al have achieved global prominence. They boast
a substantial share in the international market and have fostered a mature network of
developers, suppliers, system integrators, end-users and scientists. While this dominant
position persists, the swift advancement of computer vision and robotic-based Al in Asia
and North America threatens European technological leadership and opportunities, such as
the development of worldwide standards to enable clear guidance for the implementation
and adoption of these technologies.

Europe should aim to maintain its leading global position with further investments that
can speed up digital transformation. Investment in ADR will help secure the sustainable
production of essential resources for Europe, such as energy, food, and other key elements,
as well as efficient waste management. ADR has the potential to rapidly increase our
capacity in production infrastructure, transportation and the regional workforce dedicated
to maintenance and operations. Future tasks will eventually become unmanageable by
humans alone, sorobots and Al systems should be engaged to work side by side with humans
to increase capacity and safety. For example, food security requires people to engage in
agricultural activities. However, the population tends to leave rural areas for urban areas,
reducing the labour force. As the amount of available arable land is drastically decreasing,
food production infrastructure must be developed in other areas (such as oceans and
remote locations). In short, ADR is a strategic investment to establish autonomous and
intelligent systems that can fill the workforce gap and strengthen Europe’s commitment to
sustainable growth, welfare, and innovation.

2.2 New considerations and instruments
from synergies to missions

The focus on combining Al, data and robotics has animpact at a high level when considering
end user needs, SDGs and the Horizon Europe missions. While these challenges provide a
shared objective and facilitate convergence, the danger of such an approach is that it
might fail to develop the individual areas where significant technological developments are
needed to bring novel products to market. The focus on the intersections and the individual
disciplines must be well-balanced. All three disciplines will benefit from a renewed focus
on their individual strengths in the second half of the Horizon Europe funding programme.
This would provide a valuable balance compared to its first half, which focuses only on
the intersections. Such an approach also needs to recognise that the investment profiles,
research methodologies and translation paths for Al, data and robotics are significantly
different for each technology, and that merely combining them fails to recognise the
differences that are better addressed by supporting collaboration that recognises the
difficulties at the interface.

To address this, Europe must orient Al, data and robotics around the European missions
and develop focused excellence around each mission. It is important that any focus
on missions is targeted rather than generic. Specific milestones on the path towards
achieving the missions need to be identified and addressed. Ideally, these milestones
should be established with the missions themselves, so that goals are aligned with other
work programme elements at a strategic level, without the need to create joint actions,
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which can be slower and less impactful. For instance, it is very important to collaborate
with the European Chips Act that is striving to uplift Europe’s competitiveness and resilience
in semiconductor technologies and applications. This is of vital importance for ADR, as
semiconductors are fundamental to sensing, computing and actuation. Their development
will boost European technological security and ADR applications in critical sectors (such as
energy, food and transport).

The new acts and directives in Al, data, medical device regulations, cyber-resilience and
machinery present new opportunities for companies placing products on the market as
well as the risk of an inhibitory influence on innovation. To ensure the regulation has a
positive effect, it is critical that authorities are capable of giving fast and clear guidance on
how to comply with the regulation as well as investments to lower the barriers and support
compliance.

There is a need for large and complex testbeds that force the integration of many
different techniques and solutions into complex systems-of-systems. The development of
components has reached a sufficient level of maturity to enable real world deployment,
but there is still a large gap between this technical capability and the ability of end users
to easily integrate them in complex systems-of-systems—and thereby their ability to
solve real-world problems that exist in healthcare, food production, energy, transport or
smart cities. Large scale testbeds that can integrate Al, data and robotics with existing
systems in highly realistic environments are a first-stage necessity that can create greater
understanding of the impact, functionality and effect of combining these technologies and
applying them to the real world. It is important not to underestimate the complexity of the
integration task and the need for direct investment. In parallel, it is important to create
sandpits for real world testing where regulatory norms are adjusted to allow autonomy
to flourish within controlled and well-defined bounds. These regulatory sandpits are the
bedrock of testing in the real world and are essential for the accelerated deployment
of complex socio-technical systems. Since barriers are often created by national and
even local regulation, care must be taken when siting these facilities to ensure that the
combination of European and local regulation is viable. This is particularly critical as Europe
is using the Al Act to set a high compliance bar for working environments and for Al-driven
systems making high risk decisions.

Finally, we need instruments that allow start-ups and smaller companies to benefit from
ADR and to play an active part in developing the next generation of smart technologies.
Instruments designed to suit their needs should be developed. Such instruments can
include “researchers for loan”, where companies can borrow talent using a simple process.
Researchers based on a pool of EU experts and armed with key knowledge for a short-term
period can be lucrative for small companies looking to strengthen their innovation and
growth.



The Alm Adra Strategic Research, Innovation, and Deployment Agenda 2025-2027
Association

2.3 ADR and European Competitiveness

Europe’s competitiveness in Al, data and robotics will hinge not only on scientific advances
but on how fast we translate technology into use-cases that matter. There is a hypothesis
that argues that lasting advantage emerges when we out-innovate on adoption rather
than on the raw technology frontier; this requires turning imported or open technologies
into superior, context-specific applications, as Dutch printers did when they leap-frogged
their German teachers in the 16th century. This complements Adra’s goal of anchoring
research in local innovation ecosystems and closing the “deployment gap” between labs
and society.

To unlock that advantage, public procurement must be mobilised as Europe’s hidden
super-power. The EU already directs roughly 14 % of GDP through public tenders—twice
the IT-market share seen in the US. By coordinating “innovation procurement” across the
250 000 European contracting authorities and linking it to Test & Experimentation Facilities
(TEFs) and Digital Innovation Hubs, we can aggregate demand for trustworthy ADR solutions
and de-risk early deployment for SMEs .

A second lever is talent circulation rather than mere retention. Research shows that
specialists who leave and later return boost the productivity of their European collaborators,
turning brain-drain into brain-gain. Building on SRIDA's call for Al-skills pipelines, we propose
an EU “Circulate-Back” programme: funded two-way fellowships, start-up visas and
simplified equity rules that entice expatriate researchers and founders to spend 2-3 years
in European labs or scale-ups before re-exporting new know-how.

Third, Europe needs regulation that is not only rigorous but adaptable. The SRIDA already
advocates regulatory sandboxes; the application advantage lens suggests going further
by embedding explicit sunset- or revision-clauses and data-driven success metrics into
each new rule, so obsolete provisions can be retired at speed. High-quality, self-correcting
regulation would turn compliance from a cost into a comparative advantage and set
global benchmarks for “evidence-based tech law”.

Finally, we propose a network of city-scale application testbeds—building on Europe’s
dense urban fabric—to accelerate technology diffusion. Cities that open their mobility,
energy or health datasets and procurement pipelines becomeliving laboratories where SMEs
iterate rapidly; knowledge then spreads through the network much like printed innovations
once did across Dutch trading towns. Embedding these testbeds in Horizon Europe missions
will ensure that every breakthrough is stress-tested against real-world complexity before
scaling across the Union.
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3. The Next Strategic Plan
2025-27

Inspired by the Taiwanese model in the semiconductor industry?, collaboration between
education, research and businesses should be tightened in a systematic way to exploit
the synergy between fundamental knowledge and applications, while also strengthening
competencies with specific domain knowledge. The gap between education, research,
and professional deployment should be reduced by creating shared infrastructures. These
infrastructures would facilitate hands-on training opportunities for both students and
scientists, enabling them to participate in field trials and real-world business scenarios. This
practical experience would complement their theoretical knowledge and provide insights
into real-world situations. This kind of collaboration can be beneficial for skills development
among a highly competitive workforce that can be used by European industries and
organisations.

Europe hosts several centres of excellence in ADR that are comparable to anything the rest
of the world can offer, but these centres do not always receive the visibility they deserve. In
the global battle to attract future generations of talent, each of these centres can attempt
to compete individually, but a much better strategy is to collaborate within Europe and pool
resources together under a unifying umbrella, as is the case with the concept of a multi-
centric network of Al lighthouses. A network of lighthouses can offer an impressive portfolio
of research challenges, great innovations, exciting partners, and career opportunities
that can compete with the offerings of tech giants or other institutions outside Europe.
Continuing to enforce the creation of this type of network and these brands is essential for
Europe’s future.

However, competition is difficult when there is a need for a coherent, and often centralised,
effort to develop a single large-scale system or application, as is the case of the large
language models that are starting to emerge. Loose federations will most likely never be
able to deliver the same result; the diversity and additional costs of coordination will make
it too expensive and slow. To achieve prompt results, the new strategic plan should address
the following technological concerns:

» Large-scale general purpose ADR technology. For example, open, large-scale, GDPR-
and IPR-compliant European language models handling both European language and
cultural differences. This includes speech-to-text, text-to-text, and text-to-speech.

21. Taiwan is the world’s leader in semiconductor manufacturing with more than 60% of world market share.
It is astonishing for a small country with just over 23 million people to dominate one of the most complex
businesses in the world. Especially, if we consider that Taiwan does not own any on the ingredients needed
for the manufacturing (i.e, raw materials, design technologies and tools, chipmaking machines). The
strength of Taiwan lies in its large pool of high-skilled workers and supportive government policies. For
instance, the new semiconductor factories being built in USA and Japan are dependent on few thousands
of workers from Taiwan to operate them based on a deal with the Taiwanese government. More under:


https://medium.datadriveninvestor.com/how-taiwan-came-to-dominate-thesemiconductor-industry-cc7ac08c557a
https://medium.datadriveninvestor.com/how-taiwan-came-to-dominate-thesemiconductor-industry-cc7ac08c557a
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Large-scale complex ADR testbeds, together with end-users, such as in manufacturing,
healthcare, food production, transportation, energy, or smart cities.

Multi-stakeholder development, verification, validation, and integration of automated
decision-making in socio-technical systems, both for the public and private sector.

Collaborative autonomous systems interacting with both the environment and people.
This includes autonomous drones in controlled airspace, last mile delivery, and self-
driving vehicles.

Metrics for measuring progress in ADR, with a special emphasis on trustworthy ADR
technology.

3.1 Overarching recommendations for Work
programme 2025-2027

The recent world crises have placed demands on Europe to prioritise mobilising substantial
investment in innovation and research on ADR systems across different technology
readiness levels to accelerate the digital and green transition and reinforce its sustainability,
resilience and technological sovereignty. On a broader scale, the work programme for
2025-2027 should simultaneously address the following five high-level concerns, which we
have further developed as big tickets in the next sub-section:

»

Targeting European Leadership in Climate-Neutral Circular Industries and Digital Value
Chain: ADR should contribute to the Green Deal, the green transition for a sustainable
society and carbon emissions reduction under the Net-zero Industry Act?2. ADR should also
support efficient and safe operation, maintenance and inspection, as well as contributing
to the effectiveness of the circular economy and resource management. For example, ADR
could support Al-powered urban mining and robotics solutions with advanced capabilities
in complex manipulation for autonomous dismantling, disassembling, recycling, sorting
and/or remanufacturing of waste products. In January 2024, the International Federation
of Robotics (IFR) announced?® that leading European manufacturers had achieved a
world record of 3.9 million operational robots 2022. There is a large potential for growth
thanks to industrial robots?* with complex manipulation capabilities powered with Al and
data, which may help to solve the challenges of a shortage of skills and human labour by
effectively performing tedious and dangerous tasks for long hours at stable quality and
performance. (Big tickets 1-6).

ADR for European Strategic Autonomy, Resilience and Technological Leadership in Critical
Value Chains: Boost industrial competitiveness and strengthen strategic autonomy in the
production and supply of essential resources. This includes enhancing Europe’s resilience
to the impacts of conflict on supply chains (e.g., microchips, critical raw materials, rare
earth minerals, and pharmaceutical key starting materials) and the development of a

22. Proposal for a regulation on establishing a framework of measures for strengthening Europe’s net-zero

technology products manufacturing ecosystem (Net Zero Industry Act), COM(2023) 161, March 2023.

24. “World Robotics 2024 — Industrial Robots”, International Federation of Robotics (2024)


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2023:161:FIN
https://single-market-economy.ec.europa.eu/industry/sustainability/net-zero-industry-act_en
https://single-market-economy.ec.europa.eu/industry/sustainability/net-zero-industry-act_en
https://ifr.org/ifr-press-releases/news/global-robotics-race-korea-singapore-and-germany-in-the-lead
https://ifr.org/ifr-press-releases/news/global-robotics-race-korea-singapore-and-germany-in-the-lead
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strong semiconductor industry in Europe boosted by ADR systems. In accordance with the
EC ‘demonstrators report’, we need to develop mechanisms to enable effective transfers
from small-scale industrial demonstrators (innovation) to pioneer climate-neutral
demonstrators (deployment) that must be further collaborated with the European Digital
Innovation Hubs? and elaborated in FP10% (Big tickets 1-4).

» Trustworthiness of ADR with agile and secure single market and infrastructure:
Elaborate on ADR made in Europe in compliance with regulation, including the Al Act,
the Data Act, the Cyber Resilience Act and the Data Governance Act. Ensure innovation
complies with these regulations. We need to expand the data economy from the
consumer-to-business model to other models by strengthening privacy-preserving
technologies, compliance, source and transaction integrity and interoperability. We
need to rebalance data, computing, learning and actuation capacity across the
cloud-to-edge continuum for businesses, public organisations and individuals to
exploit ADR. This requires an emphasis on how leveraging SMEs and DIHs can support
technology transfer, innovation, and the creation of new products and services based
on ADR technology. This will support achieving the goals outlined in the Digital Decade,
especially reaching 75% of companies being automated (Big tickets 2, 3, 4 and 6).

European Strategic Autonomy in ADR enabling technologies: Europe should pursue
its efforts to preserve an open economy in leading technologies while maintaining its
strategic autonomy in ADR for deep digital transformation in industries, public services
and society. For example, ADR should support the top priorities of the European Chips
Actenabling technologies that strengthen processes at critical stages in the chips
value chain (e.g., design, manufacturing), and address the use of new materials and
green technologies for smart embodied intelligence and energy efficiency. We should
address high value-added hardware needs for core computing, sensing and real-time
communication of ADR systems to secure the critical components supply for key markets.
ADR systems should support human capacity for effective, high-performance and high-
precision in chips manufacturing. Furthermore, research on core learning and analysis
techniques (evolutionary, collaborative, continual), as well as next generation smart
robotic systems and data economy will keep Europe at the cutting edge of ADR. Finally,
ADR should contribute to societal prosperity and European resilience to crises. It should
enhance the resilience of our society to crises, both natural and man-made, and should
improve preparedness, enabling fast and efficient responses to catastrophic situations
such as cybersecurity threats (Big tickets 1-6).

» Human-Centric Innovation Powered by ADR Education and skill building: Targeted
education and upskilling on ADR systems will open up new ways of working, assisted
by technologies for physical or cognitive augmentation (exoskeletons, digital twins,
collaborative Al, virtual) or collaborating with robots and machines in a safe and
effective manner. Professional and widespread education on ADR systems will increase
efficiency, safety and quality of work—provided the systems are trustworthy, safe and
reliable, as well as human-centric and without social biases by design. Within the
dynamic context of flexible organisation and process flows, workers will be emmpowered
by ADR knowledge and systems to co-create new forms of working and collaboration
within and across organisations, through participation, social innovation or living labs.

25. European Digital Innovation Hubs | Shaping Europe’s digital future (europa.eu)
26. The next EU funding programme for research and innovation


https://digital-strategy.ec.europa.eu/en/activities/edihs
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New job profiles and skills will emerge, often requiring digital competence in addition to
formal competence. Continuous learning, through formal training, on-the-job learning
or immersion in virtual worlds, combined with appropriate certification and reward
mechanisms, can boost the attractiveness of careers in many sectors, including
manufacturing, field operation, inspection and maintenance. (Big tickets 1-6).

3.2 Big Tickets in Al, Data and Robotics for
2025-2027

1. Ground-breaking technological foundations in ADR (autonomy, high-performance and
predictability)

2.Effective and trustworthy general-purpose ADR (generative Al, neuro-symbolic Al,
generality, continual learning, trust, scale and complexity)

3. Aninteroperable and integrated framework for data and model ecosystems (operations,
governance, privacy, and security)

4.Next-generation smart embodied robotic systems (soft robotics, autonomy,
manipulation, configurability, human robot interaction and collaboration)

5. Developing ADR technology for the sciences (from data to knowledge and understanding)

6.Research, innovation, and tools for compliance (trust, privacy, security beyond
compliance)

3.2.1 Big ticket #1: Ground-Breaking Technological
Foundations in ADR

State of the art

Research and innovations in ADR are moving at such a rapid pace that any state-of-the-
art advancement requires up-to-date knowledge and expertise in both fundamental
research and deployment contexts. Real-world applications depend on technological
foundations that enable safe and effective operation across different application sectors
and user groups. These technological foundations, in turn, require advances in research to
deliver systems that are reliable, sustainable and easy to manage in order to meet usability
expectations. This creates a dynamic feedback loop where technological foundations and
real-world applications need to converge to each other.

This dynamism can be seen across a range of ADR methods and tools. Foundation models
are rapidly advancing to deliver multimodal systems capable of processing text, images,
code, and data from other modalities. Developments in agentic Al suggest the possibility of Al
agents that can autonomously complete multi-step tasks, enabling ADR systems to interact
with digital and physical environments. General-purpose (incl. Generative) Al has expanded
from text synthesis to image and video generation, with new applications in industrial
design and simulation. These advances—combined with user-friendly interfaces—create
possibilities for ADR capabilities that can tackle complex scientific and industrial challenges.

D
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The fast pace of development underscores the need for a European ADR research strategy
that remains agile in both fundamental research directions and deployment approaches.

Patent data shows European companies leading globally in additive manufacturing and
autonomous robots, while matching China and the US in autonomous vehicles. While Europe
benefits from world-leading Al research expertise, these numbers suggest that further
action is needed to support a pipeline that connects this strategic resource to the design
and deployment of Al systems?. European investment in the ADR supply chain is required
in order for the region to exert control over the development and innovation lifecycle for
scientific and industrial leadership.

Deployment experiences have highlighted the areas where fundamental research is
needed to bolster the ADR supply chain in Europe. Progress is heeded across the entire
value chain— competitive infrastructure, research, development and deployment—to
maintain resilience in changing and uncertain environments. New ADR capabilities are
essential to unlock widespread applications for industries and society. These capabilities—
and the research challenges that underpin them—are explored in the research agenda
set out under this big ticket. They connect fundamental research to the range of practical
challenges that arise in real-world applications of ADR.

Significantinvestmentin ADR, the engagement of alarge number of scientists and engineers
and the availability of software tools and high-performance computing platforms are
accelerating the development and deployment of new ADR technologies at a high pace.

Despite rapid ongoing progress, disparate ADR development efforts need to be further
coordinated to enhance the impacts of ADR for real-world deployment—either to solve
practical challenges or to open up new innovation and business opportunities. ADR solutions
must span multiple sectors and integrate deeply with social and economic value-creating
systems while ensuring safety and sustainability. Progress demands collaboration across
academia, industries and decisionmakers, requiring an understanding of the pathways that
take innovation from scientific inventions to real-world deployments and societal usability.

Building an infrastructure for next-generation Al R&D: Progress in foundation models has
depended on the development of large models requiring significant data and compute
resources. Building such large-scale models requires addressing operational challenges
at scale. Other countries have already identified a roadmap to building and sustaining
a research infrastructure that supports a pipeline of Al research across TRL levels®. To
position European research for influence alongside the large-scale Al systems being built
by the tech industry in the US and elsewhere, European innovators will require access to
computational facilities that provide the compute power needed to train large-scale Al
models, expanding existing high-performance computing infrastructure.

One consequence of these compute needs is that the energy requirements of large-scale
foundation models have grown significantly. This trend poses both environmental and
economic challenges for European ADR development. Compute facilities must balance

27. For example, the Stanford Al Index Report, 2025, https://hai.stanford.edu/ai-index/2025-ai-index-report,
indicates that the US and UK outperform Europe in the industrial deployment of Al.
28. For example, work in the US to create a National Al Research Resource https://www.oi.gov/noirrtf/
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sustainability, affordability, and accessibility for the R&D community. Sustainability
improvements can be achieved through:

» Locating facilities near renewable energy sources and alternative cooling systems;

» Geographic separation from research locations where beneficial;
» Investment in local energy generation and storage technologies; and

» Implementation of carbon-aware computing practices and development of less
computationally intensive ADR methods.

Fostering open innovation ecosystems for Al leadership: Rapid advancements in
foundation models and Al agents underscore the critical importance of open innovation
ecosystems. Europe’s ADR competitive advantage requires both developing world-
class research capabilities and ensuring these capabilities remain accessible to the full
spectrum of European industry, from multinational corporations to SMEs and startups.
This demands investment in open-source Al tools, shared datasets, and collaborative
knowledge transfer platforms. Open infrastructures, including testing facilities for TRL
6-8 and Al-friendly development environments for TRL 4-5, can provide foundations for
innovation. These enable companies to build services while ensuring cultural and scientific
knowledge-sharing aligns with human rights frameworks and EU policy values. Creating
such ecosystems requires sustained support for open-source community practices.

Securing ADR Systems Against Evolving Threats: The increasing sophistication and
deployment scale of ADR systems creates new security challenges that require research
and deployment responses. Al systems face vulnerabilities including adversarial attacks,
data poisoning, and model extraction threats. They also offer capabilities for cybersecurity
applications, including threat detection, automated response systems, and anomaly
identification. European ADR development must address both aspects. This includes
developing robust Al systems that maintain performance under attack, creating Al-
powered cybersecurity tools for critical infrastructure protection, and establishing security-
by-design principles for ADR deployment.

Estimates of the value of European ADR vary but suggest economic gains of over $2.5
trillion by 2030.° These estimates assume rapid progress in ADR R&D in Europe and the
diffusion of these technologies across the European economy. ADR’s potential is rooted in
its pervasiveness. Across industrial sectors, ADR technologies offer opportunities to create
value, from increasing the efficiency of existing processes to increasing productivity,
designing new products or enabling new business models.
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These applications all rely on fundamental research to deliver foundational ADR technologies
andtools thatcan be deployed in practice. Without solid technological foundations supported
by vibrant R&D communities, these benefits cannot materialise. These solid foundations can
create significant potential for social and economic impact. For example, the EU’'s Innovation
Missions demonstrate Al's diverse sectoral applications and potential beneficial impacts:

» Inclimate adaptation, Alcan deliver effective climate models that predict extreme weather
events, forecast local climate change impacts, and design adaptation measures.

» In cancer prevention, Al can help improve medical imaging, underpin precision oncology
for diagnosis and treatment or support new clinical decision-support tools.

» In ocean protection, Al can help analyse marine ecosystem health and monitor key
species or ecosystem interactions.

» In smart cities, Al can help optimise transport networks and utilities to reduce carbon
emissions or support climate adaptation.

» In agriculture, Al can help manage and monitor soil health to enhance land management.

Beyond each of these mission domains, there are wider opportunities for ADR across
multiple sectors, including:

» Health: New diagnostics tools, modelling and simulations to test and personalise
healthcare interventions, and decision-support tools for clinicians.

» Environmental protection: Safeguarding biological heritage and biosphere health through
improved environmental monitoring.

» Urban development: Enhancing building architecture and city planning, for example
through advanced simulations.

» Industry: Process optimisation, pollution reduction, and design innovation.

» Energy: Augmented decision-making and accelerated emergency simulations (for
example, power grid blackout scenarios like the Iberian Peninsula full blackout of 28 April
2025), plus electric vehicle integration.

» Science: Automated hypothesis generation, experimental design optimisation, and
pattern recognition in complex scientific datasets across varied domains including
materials science, drug discovery, synthetic biology, astronomy, and more.

» Space: Navigation tools, AR/VR technologies for training, detection methods for satellite
anomalies.

This agenda requires effective cross-disciplinary and inter-organisational collaboration.
This accelerates foundational research while ensuring Europe can deploy ground-breaking
ADR to address core industrial and societal challenges. Creating ADR systems for this
ambitious agenda requires progress in three key areas:

» Fundamentalresearchintegrating deploymentchallenges: Theory, methods, applications,
software, and hardware that combine cutting-edge innovation with understanding of
real-world ADR requirements.

» Core ADR capabilities: Enhanced task performance through advances in learning,
modeling, inference, and reasoning. This includes progress in technical clusters (computer
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vision, natural language processing, generative Al) and cross-cutting capabilities (multi-
modal data techniques, causal Al, spatio-temporal modeling).

» Deployment-inspired research: Technical domain advances that deliver real-world
benefits, such as open foundation models deployable for EU Missions.

Across these areas, connecting those working at the forefront of Al research with the
needs of organisations using Al is crucial to creating Al tools that can operate effectively
in deployment. These connections can be fostered through vibrant local innovation
ecosystems that bring together researchers, businesses, and civil society to identify:
opportunities to deploy Al for economic and social benefit; the capabilities required for
deployment across industry sectors; and the safeguards necessary to ensure its safe
use. The result should be advanced analytical techniques, which can be combined with
deployable methods and tools that are aligned with European values through a human-
centric approach to technology development.

Delivering this ‘Big Ticket' is foundational to the success of Adra’s roadmap. It underpins the
Big Ticket items that follow in the subsequent chapters and is a precursor to realising the
proposed socio-economic benefits of ADR.

The table below connects current European ADR technological foundations to future
objectives, illustrating how today’s actions map onto medium-term goals and long-term
outcomes described in this document and EU policy briefs.3°

In the near-term, progress in developing new learning strategies, core capabilities and the
technical aspects of trustworthiness can help deliver next generation ADR systems that can
be deployed across European industry. Such systems should be trustworthy-by-design,
deployable under dynamic conditions, and able to operate alongside human users. Across
these areas of research interest, the technological foundations of ADR and the capabilities
needed to solve industrial challenges are closely integrated.

Foundational research is inherently unpredictable. Innovation requires space for curiosity
and novelty, enabling fresh perspectives and new techniques to emerge while allowing
successful approaches to scale safely into widespread deployment. The complexity of
ADR systems, their deployment environments, and rapid field evolution make accurate
predictions about successful technologies, processes, or systems unlikely. Traditional
mechanisms for assessing technical maturity, such as TRL methods, struggle to capture
the readiness of diverse ADR methods and tools currently available or in-development.
Methods requiring significant development in one sector may be near deployment in
another, while technology combinations enable rapid progress in new areas.

Instead, a successful innovation strategy would combine flexible funding mechanisms,
strong industry-academia links, and agile regulatory approaches. These interventions
enable European ADRR&D to pursue novel directions and respond to emerging opportunities.
These ground-breaking technological foundations ensure Europe has the research and
deployment capabilities needed to realise Al's social and economic benefits.
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Short-, medium- and long-term objectives

Areas for progress today/

hear term

Core technical capabilities
to increase performance in
deployment:
Al model development and
architecture:

»

»

»

»

»

»

»

Foundation models and
fine-tuning

Computer vision and
video generation
Natural language
processing and speech
Multi-modal learning
systems

Causal Al and spatio-
temporal modeling
Multi-agent collaboration
systems

Prompt engineering and
in-context learning

Data management.

»

»

»

»

Data preparation and
validation

Data governance
frameworks ensuring
quality, lineage, and
provenance
Physics-aware modeling
and knowledge
representations
Shared representations
and uncertainty
estimation

Deployment and
operations:

»

»

»

MLOps, model lifecycle
management, and
software engineering

Al at the edge and edge
Al optimisation

AutoML and AutoAl

Medium-term goals

Trustworthiness by design

Al foundations across industrial

applications that demonstrate the

fundamentals of trustworthy Al:

» Safety

» Robustness to change or adversarial
manipulation

» Explainability and auditability

» Privacy-preservation and security

» Fairness

» Sustainability and energy-efficient
implementations.

Deployable under dynamic conditions

ADR systems that can be integrated into

industrial systems to deliver beneficial

outcomes in real-world applications,
with the ability to:

» Analyse real-world data, learning from
multi-modal data sources, supported
by dynamic or active learning
strategies and the ability to learn from
a few examples.

» Maintain robustness under dynamic
conditions, implementing AutoML/

Al methods to maintain verifiable
standards of performance.

» Deliver on expectations of privacy and
security in deployment.

» Provide uncertainty estimation and
confidence in outputs.

» Simulate complex system operations
using multi-granular data types.

» Run on devices at the point where data
is collected, enabling Al-at-the-edge.

» Enable embodied Al and robotics
systems that can interact intelligently
with their environment in industrial
settings, including human-robot
collaboration frameworks, robot
learning from demonstration, and
coordinated multi-robot operations.

Association

Long-term
outcomes

Technical
excellence:
Innovations in
ADR theories,
methods and
use to create
technically
advanced
systems that
deliver high-
performance
in deployment.
Real world
deployment:
Safe and
effective ADR
that can be
deployed in
real-world
contexts,
enabling
applications
across the
private and
public sectors.
Societal
benefit: ADR
technologies,
processes,
and systems
deployed to
deliver societal
benefit,
accelerating
progress
towards the
goals of the
EU’s Innovation
Missions and
enhancing
productivity
across sectors.

(31
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Areas for progress today/

Medium-term goals Long-term

outcomes

near term

» Model optimisation in
resource-constrained
environments

Physical systems

integration:

» Simulation, emulation,
and digital twins

» Autonomous vehicles
and robotics

» Next-generation
hardware

Development Support.

» Al-assisted software
development

Trustworthiness by design:

» Robustness

» Reliability

» Resilience

» Safety

» Security

» Explainable Al

» User interface design

» Human-centric Al

» Privacy-enhancing
technologies

» Auditable Al

» Verification, validation,
and certification,
(including the
development of
performance guarantees,
standards and
specifications to support
deployment)

» Adversarial learning

» Generative Al content
validation and quality
assurance

» collaboration frameworks, robot
learning from demonstration, and
coordinated multi-robot operations.

» Integrate foundation models adapted
for industrial domains that can
understand technical terms and
provide natural language interfaces
for human users to work with complex
systems while maintaining domain
expertise and safety standards.

Next-generation methods

Improved performance of ADR systems,
underpinned by innovations in theory
and modelling that reflect the needs of
real-world environments, including:

1. Principles and techniques for Al that
reliably performs well in deployed
contexts.

2. Improved performance in Al functions
with applications across industry sectors,
such as systems for general purpose
natural language understanding and
generation, computer vision, foundation
models and spatio-temporal data
modelling for anomaly and extreme
event detection.

3. Multi-modal Al systems that combine
different data types, reflecting the
operations of real-world systems.

4. Approaches to bridging data-driven
and domain knowledge, including: the
ability to simulate or emulate physical
systems; hybridisation with physical and
expert knowledge (neuro-symbolic);
causal Al methods that discover physical
processes from large data volumes.

5. Better understanding of intelligent
behaviour and how intelligent agents
build models of the world, leveraging
this to increase performance when
integrating Al into industrial applications.
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Medium-term goals
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Long-term

hear term

» Energy efficiency and
sustainable Al methods

Learning strategies and

methods to build next-

generation Al models:

Adaptive learning

» active learning and
dynamic feedback

» transfer learning and

» few-shot learning

» continual learning in
dynamic environments

» federated learning for
privacy-preserving
distributed Al

Advanced architectures

» deep learning

» reinforcement learning

» multi-modal learning
systems

» Al agent architectures

» advanced foundation
models, including vision-
language models,
scientific foundation
models, time-series
models, and domain-
specific foundation
models with enhanced
reasoning capabilities.

Specialised techniques

» causal inference

» geometric learning

» quantum machine
learning

» generative Al systems

» human-Al co-
operation and shared
representations

6. Large-scale foundation models for
industrial applications that combine
‘reasoning’ capabilities with domain-
specific knowledge, enabling few-shot
adaptation to new industrial contexts
and natural language interaction with
technical systems.

6. Agent architectures that can
decompose complex industrial tasks
and coordinate multi-step operations
within safety constraints while
maintaining human oversight.

8. Al agent frameworks with planning
capabilities, tool integration, and
autonomous task execution within
industrial safety constraints and
regulatory compliance.

Collaborative Al

» Al decision-support tools that work
alongside users in deployment to
enhance human activities, through:

» Collaborative multi-agent systems
and Al co-pilots that work alongside
human operators, providing contextual
assistance, anticipating needs, and
enabling natural language control of
complex industrial processes

» Active learning strategies and
knowledge representations that
enable learning in dynamic industrial
contexts and facilitate human-agent
teaming. This might include human-Al
teaming designed around foundation
model capabilities, where Al agents
can understand instructions, provide
explanations, and adapt their behavior
based on human preferences

» Conversational Al interfaces that
enable technical discussions, explain
system behavior, and support
decision-making

outcomes
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Areas for progress today/ | Medium-term goals Long-term
near term outcomes
» end-to-end learning Societal and industrial applications

and multi-objective Use cases that showcase the benefits

optimisation that well-designed and integrated Al

» leveraging Al in sovereign | can deliver in areas of social interest and
data spaces need.

» Data Spaces and Data
Labs for trustworthy Al

3.2.2 Big ticket #2: Effective and Trustworthy General
Purpose ADR

According to a draft of the Al Act: “general purpose Al (GPAI) system means an Al system
that can be used in and adapted to a wide range of applications for which it was not
intentionally and specifically designed.” This second Big Ticket is focused on GPAI, and the
extension to General Purpose ADR, which includes most generative Al, but also goes beyond
it. It does not go as far as artificial general intelligence (AGI), which is currently beyond
reach. In the context of Adra, this is broadened to Trustworthy General Purpose ADR, which
goes beyond the normal software nature of Al to include robotics and other hardware, as
well as the data needed to achieve general purpose functionality.

State of the art

Substantial progress has been made in the last decade towards developing methods that
are capable of addressing a wide range of applications with minimal manual input, and
this progress keeps accelerating. Below we include some of the current developments in a
super-fast-moving area (in what follows, (*) denotes information extracted from the 2025
Stanford Al Index Report¥).

Since the publication of ChatGPT (end 2022), all BigTech players have published their own
generative Al systems. These systems cannot be simply called LLMs or chatbots, since
almost all of them are multimodal. They can answer questions in natural language, but
also generate images, videos, and sometimes even music — though specialised GenAl
systems are generally considered a better choice for images or music. More than 40
highly visible LLMs (*) were published in 2024. The most visible ones remain GPT4 (OpenAl),
LLama 4 (Meta), Gemini (Google DeepMind, that has replaced the PaLM family and is
attached to Google products), Claude 4 (Anthropic), Le Chat 2 (Mistral), and the recent
DeepSeek v3 (DeepSeek). Another frequent feature is that most of these chatbots are
now connected to the Internet and hence tend to replace standard search engines, at
a significant environmental cost. In a quest to mitigate that, all models also provide a
“small” version (a few billions weights “only”) that is de facto faster and cheaper to train,
at the cost of a little loss in performance — though the performance of the recent small
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models matches that of the best performing large models of 2023. Last but not least,
most offer free access limited to a few queries per day/week and a commercial version
with unlimited access.

The differences between the different models come from the training data (selected data
or raw data fetched on the Web, with IP rights and reliability issues), and the post-tuning
techniques that turn an LLM into a chatbot (including, but not limited to, Reinforcement
Learning with Human Feedback). Furthermore, some systems receive specific post-training
to better handle specific tasks, like the ol and 03 ChatGPT4 by OpenAl that has better
reasoning and mathematical capabilities than the base model, at a significant cost: six
times more expensive to train and 30 times slower to answer (*).

The situation is similar in regards to image generation. As previously stated, most chatbots
are now multimodal Gemini and ChatGPT appear to be the best options in this family,
according to Chatbot Vision Arena’s ranking. But good “old” specialised software like
Stable Diffusion 3.0, Dalle-E 3 and Adobe Firefly (the old champion Midjourney is now only
available by subscription), together with a few newcomers like Freepik, Dream Studio and
ldeogram,® offer more options and contexts—note that they all now use Denoising Diffusion
Probabilistic Models as the main image generator, coupled with different conditioners.

Even more significant progress has been made in video generation in 2024, with systems like
SORA (OpenAl), Stable Video 3D and 4D, Movie Gen (Meta), and Veo 2 (Google DeepMind),
that can now produce high-resolution realistic videos.

This is also true in music generation, with Suno from SunoAl considered the most complete
andimpressive platform.LLMs and generative models are not general purpose by default. The
models cited above cannot query application-specific data and APIs,and do not necessarily
address robotics. However, some initial steps have been made in this direction, and more
and more foundation models for robotics have recently emerged: pioneered by LangChain,
RT-2, PaLM-E, Open-X-Robotic embodiment and ActGPT, the trend has been reinforced in
2024 by GROOT (Generalist Robot 00 Technology), a general-purpose foundation model by
NVidia for humanoid robots designed to understand natural language and mimic human
movements, RFM-1, a robotic foundation model by Covariant with language capabilities and
real-world maneuverability, and LLaRA, developed by researchers at Stony Brook University
and the University of Wisconsin-Madison, that integrates perception, communication, and
action into a monolithic, end-to-end deep learning model (from *).

As models and approaches become more general, there are new and emerging risks that
need consideration and mitigation. This applies to Al in general, but more particularly to
GenAl, as all research toward trustworthy Al in the last decade has been devoted to making
predictive Al trustworthy, resulting in several algorithms and industrial recommendations in
that direction. Unfortunately, those do not apply to GenAl, which maintains the following risks:

» Loss of diversity when the same few datasets are used by all models, resulting in similar
biases, and uniformisation of “thought models”. Also, lower-resourced languages and
dialects get less attention (if any) in LLMs. This issue is becoming even more critical as
the amount of available data that has not yet been used vanishes - and/or as most of
the available data in the Web becomes unreliable, probably generated by other GenAl
systems!
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Static knowledge: Most data in domains evolves over time. However, because learning
from scratch is not sustainable, most “data-based only” (i.e. not continuously learning)
GPAIl systems are at risk of becoming rapidly obsolete.

Hallucinations: Even the best-performing chatbots keep hallucinating. Some of them
(e.g., Claude) are, however, able to “confess” their hallucinations when some precisions
are asked — and connection to the Internet allows them to factcheck themselves, albeit at
an ever increasing environmental cost. Nevertheless, users should always independently
check their answers in case of the slightest doubt.

Lack of elementary reasoning, which does not mention more elaborate forms of reasoning,
such as statistical inference. This is a roadblock towards certification for use in medical
circumstances or code generation. However, existing models become more and more
efficient in reasoning, mathematical inference, and the like: even though theoretical
guarantees seem unreachable in the near future, the “statistical reasoning” power of
further generations of LLMs might be sufficient in everyday use.

Reproduction of biases and hateful content present in the datasets. It is well established
by now that large generative models exhibit various kinds of bias and other problematic
characteristics, resulting in models that encode stereotypical and derogatory
associations along gender, race, ethnicity and disability status (Basta et al. 2019;%¢ Kurita
et al. 2019;34 Luccioni et al., 2023).35 People in positions of privilege with respect to issues
such as racism, misogyny and ableism tend to be overrepresented in training data for
LMs (Bender et al. 2021).36 Generative models trained on large, uncurated and static
datasets from the web encode hegemonic views that further harm marginalised people.
This can, to some extent, be mitigated by integrating Human Feedback using techniques
such as Reinforcement Learning (RLHF), Direct Preference Optimization (DPO), or Identity
Preference Optimization (IPO), but it is very hard to quantify. Furthermore, the recent
evolution of US administration in that respect (resulting, e.g., in Meta abandoning content
moderation after X/Twitter) will not help mitigate those risks.
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Safety and Robustness: Similarly, such techniques using Human Feedback are used to
increase the safety and robustness of LLMs and prevent inappropriate outputs (such as
racist or homophobic content). But these barriers can be circumvented with carefully
crafted prompts, either by human users taking advantage of the lack of reasoning (such
as guidance on how to obtain instructions to build a bomb), or by appending computed
adversarial strings® to a naive prompt. Models have made a lot of progress on this
front, but more remains to be done — and here again, the recent evolution of the US
administration does not introduce much optimism.

IP: At the moment, training data for LLMs is often a commercial secret, and even when
revealed, it is fetched from the internet, regardless of any intellectual property rights and
data regulation such as the GDPR. Few Al providers disclose any information about the
copyright status of training data. Many foundation models are trained on data that is
likely to be copyrighted. The legal validity of training on this data, especially for data with
specific licenses, and of reproducing this data, remains unclear (Bommasani, Klyman,
Zhang, Liang 2023).38 Even though in principle a text and data mining exception permits
the use of copyrighted material for the training of foundation models, this provision does
not appear to have resolved the issue in practice. Recent lawsuits39 regarding the use of
copyrighted works for training Generative Al systems have underlined the need for legal
certainty and clarity about the scope of the TDM exception.

Computational and environmental cost: Training all the models discussed above costs an
increasing amount of energy, e.g., 10 MW equivalent to 9,000 tons of CO2 for Liama3.5(*).
Furthermore, because these chatbots tend to replace search engines in everyday life,
even the inference cost has become an issue: one query costs (*) the equivalent of 2-3
g of CO2 (against 0.2 g for a simple Google search), and generating one image costs
from 100 g to 1 kg of CO2 depending on the system and the resolution (the giant tech
companies running these chatbots have asked users to avoid writing “thank you” at the
end of a session, to avoid an N+I-th reply from the system!). Despite best efforts, the
majority of cloud compute providers’ energy is not sourced from renewable sources.
Data centres with increasing computation requirements take away from other potential
uses of green energy, underscoring the need for energy efficient model architectures
and training paradigms.*°

One of the main challenges is how to make the models and approaches more general
while improving both effectiveness and trustworthiness. Another important obstacle is
the computational cost of GenAl. And an especially interesting challenge is how to extend
software models to deal with physical interactions and robotics.

Which training data? The data used for training is a source of concern: whereas the
past increase in performance was at least partly due to the increase in training dataq, it is



https://llm-attacks.org/
https://crfm.stanford.edu/2023/06/15/eu-ai-act.html
https://techcrunch.com/2023/01/27/the-current-legal-cases-against-generative-ai-are-just-the-beginning/?guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAE7FmNqEnZMTnfMqHtV8dq84sXKEadgyGvweOJcg6xcAjDCtjxkWmODAHljidNmTsC-GjYs8KyTTBO--rW2R_rAKHzvXVy3cKGJoIKWmGXQVJVs8GWPB-O_Y0cCkfVFzyNZM2BJEuW2uanUe7XbcAxlc1PHbPy35FpI59jBaXkZO&_guc_consent_skip=1699221271
https://techcrunch.com/2023/01/27/the-current-legal-cases-against-generative-ai-are-just-the-beginning/?guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAE7FmNqEnZMTnfMqHtV8dq84sXKEadgyGvweOJcg6xcAjDCtjxkWmODAHljidNmTsC-GjYs8KyTTBO--rW2R_rAKHzvXVy3cKGJoIKWmGXQVJVs8GWPB-O_Y0cCkfVFzyNZM2BJEuW2uanUe7XbcAxlc1PHbPy35FpI59jBaXkZO&_guc_consent_skip=1699221271
https://techcrunch.com/2023/01/27/the-current-legal-cases-against-generative-ai-are-just-the-beginning/?guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAE7FmNqEnZMTnfMqHtV8dq84sXKEadgyGvweOJcg6xcAjDCtjxkWmODAHljidNmTsC-GjYs8KyTTBO--rW2R_rAKHzvXVy3cKGJoIKWmGXQVJVs8GWPB-O_Y0cCkfVFzyNZM2BJEuW2uanUe7XbcAxlc1PHbPy35FpI59jBaXkZO&_guc_consent_skip=1699221271
https://techcrunch.com/2023/01/27/the-current-legal-cases-against-generative-ai-are-just-the-beginning/?guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAE7FmNqEnZMTnfMqHtV8dq84sXKEadgyGvweOJcg6xcAjDCtjxkWmODAHljidNmTsC-GjYs8KyTTBO--rW2R_rAKHzvXVy3cKGJoIKWmGXQVJVs8GWPB-O_Y0cCkfVFzyNZM2BJEuW2uanUe7XbcAxlc1PHbPy35FpI59jBaXkZO&_guc_consent_skip=1699221271
https://techcrunch.com/2023/01/27/the-current-legal-cases-against-generative-ai-are-just-the-beginning/?guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAE7FmNqEnZMTnfMqHtV8dq84sXKEadgyGvweOJcg6xcAjDCtjxkWmODAHljidNmTsC-GjYs8KyTTBO--rW2R_rAKHzvXVy3cKGJoIKWmGXQVJVs8GWPB-O_Y0cCkfVFzyNZM2BJEuW2uanUe7XbcAxlc1PHbPy35FpI59jBaXkZO&_guc_consent_skip=1699221271
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assumed today that all available data world-wide will have been used in 2028 (*). Because
data augmentation is not a solution, new means will have to be considered to continue to
improve the performance of existing models—or new models will need to be designed.

Data access and monetisation: Data access for Al training requires a clear interpretation
of the GDPR and the TDM exception. Artists must be able to opt out of the use of their
creations for Al training, and there is a shared belief in Europe that they must be financially
compensated if they choose not to opt out. The implementation of universal opt-out
and compensation mechanisms in websites is a major challenge. This implies defining a
suitable economic model, which quantifies the price of data depending on its type, quality
and usage (pretraining, fine-tuning, or testing).

Continuous/incremental learning: Continuous learning is mandatory in our dynamic
world, with new tasks, concepts and application settings calling for seamless adaptation
of Al systems without interrupting the operation of services and applications. Concept drift
takes place everywhere, making de-learning another growing challenge.

Trusted reasoning and statistical inference capabilities: While building such capabilities
inside LLMs might be difficult, post-processing and LangChain could be the solution in
many use cases (such as computational social science).® Such reasoning capabilities
would alsoincrease the safety and robustness of GPAI systems, as would access to fact-
checking techniques that require browsing capabilities. Recent progress has been made
through pre-prompt optimisation, but this requires expertise in the target problem domain.

Evaluation and auditing: As General Purpose ADR continues to develop and adapt to
applications for which it was not intentionally and specifically designed, new capabilities
and risks may emerge. Guidance, benchmarks and metrics need to be created for
evaluating and auditing GPAI systems and addressing limitations in assessment and
validation methodologies. The performance of LLMs on existing benchmarks like MMLU,
GSM8K, and HumanEval, and even some augmented versions like MMMU and GPQA, is
close to reaching saturation. New benchmarks have been proposed on which the human
performance seems out of reach of existing LLMs, like Humanity’s Last Exam (8.80%),
FrontierMath (2%), and BigCodeBench (35.5%) whereas humans reach success rates
above 95% (*). Another approach is to rely on the “Wisdom of Crowds”: the Chatbot Arena
Leaderboard fetches public votes of pairwise comparisons of anonymous LLMs, that are
then ranked according to an ELO process (taking inspiration from chess ELO). More than 1
million votes have been fetched, and Gemini has taken the top position. A large number of
votes contributes to preventing biases and ensuring fairness of the result, but the sample
of voters is by definition biased toward “geek-like” users, and sociological studies must
take that into account.

Biases and non-discrimination: The detection and correction of biases is a hot topic
in Al research and is not specific to GPAI. The tracing of data sources is one aspect of
bias detection, while post hoc detection is another necessary approach. However, there
are different and contradictory definitions of biases, and the metrics used depend on the
goal (such as individual biases vs group biases). Beyond statistical measures of bias, an
increasingly challenging aspect is representational bias and its potential harms, especially


https://arxiv.org/abs/2306.04746
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in the realm of visual and text data (Blodgett et al., 2020;4?Fabbrizzi et al.,, 2022)4

Scale and complexity of the value chain: One of the specific challenges of General
Purpose ADR is the potential scale of adoption and the resulting challenges for responsible
development and deployment of the technology, but also enforcement of regulatory
obligations, ethical guidelines and Terms of Use (Helberger & Diakopoulos, 2023;4 Hacker,
2023).45 The fact that current regulatory frameworks, such as the Al Act, tend to focus
primarily on technology developers and less on creating foreseeable and adequate
regulatory frameworks for downstream deployers, risks creating new accountability gaps.

Absence of ethics by design: There is a clear need for an embedded-ethics approach that
incorporates reflection on the potential consequences of Al development throughout the
whole process. Interdisciplinary stakeholder engagement in question-articulation sessions
and value-sensitive design approaches, such as Values that Matter (Smits, Bredie, van
Goor, Verbeek 2019)4, should be incorporated across the full lifecycle of GPAI development,
not as a one-off, ex-post exercise. Moreover, there is a need for concrete methodologies
to enable participatory, inclusive, and interdisciplinary forms of engagement involving
relevant stakeholders, including interdisciplinary experts and marginalised communities.

Transparency requirements for developers and deployers: GPAlI developers and
deployers should be required to report on the provenance and curation of training data,
the model’'s performance metrics, and any incidents and mitigation strategies concerning
harmful content (Hacker, Engel and Mauer, 2023).#” Model cards (Mitchell et al., 2019)4 and
datasheets for datasets (Gebru et al, 2021)*° offer solid blueprints for such transparency
reporting. Transparency obligations should be specific and operationalisable (i.e. machine-
readable format and easy-to-use opt-out) (AlgorithmWwatch 2023).5°

Risk of manipulation and Al anthropomorphism: A recent case of chatbot-incited suicide
in Belgium® brought to the fore yet another risk of general purpose Al: the risk of manipulation
(Smuha, De Ketelaere, Coeckelbergh, Dewitte & Poullet, 2023).52 The phenomenon of Al
anthropomorphism, understood as projecting human-like qualities or behaviour to non-
human entities such as Al systems (Tan, 2023),5° risks deceiving people into assuming that
Al systems make ethical or moral judgements.

Explainability: To enhance model transparency and trustworthiness, GPAI models should
be able to generate explanations for their outputs. However, it is a challenge to generate
explanations that are accurate and informative without compromising the accuracy of

42.

43.
44,
45, https://papers.ssrn.com/sol3/papers.cfm?abstract._id=4467684

46. https:/[research.utwente.nl/en/publications/values-that-matter-mediation-theory-and-design-for-

47. https:/[arxiv.org/ftp/arxiv/papers/2302/2302.02337.pdf

48. https://dl.acm.org/doi/abs/10.1145/3287560.3287596

49. https://dl.acm.org/doi/fullHtmI/10.1145/3458723

50. https://algorithmwatch.org/en/wp-content/uploads/2023/09/PolicyBrief _GPAI_AW-3.pdf

51. https://www.brusselstimes.com/belgium/430098/belgian-man-commits-suicide-following-exchanges-

52. https://www.law.kuleuven.be/ai-summer-school/open-brief/open-letter-manipulative-ai

53. https://medium.com/human-centered-ai/on-ai-anthropomorphism-abff4cecchae
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the model (i.e. without introducing an accuracy-explainability trade off), and without
introducing significant computational overhead.

This section has mainly focused on the risks and challenges, but there are also huge
opportunities to be realised.

Internal dissemination and preservation of companies’ knowledge: The ease of fine-
tuning for specific tasks (see above) allows companies to generate their own LLMs to store
and query all knowledge that builds up the company’s know-how and industrial secrets.

Domain-agnostic scientific discovery and engineering: As opposed to separate,
domain-specific LLMs for scientific discovery (such as biology, material science, math and
social sciences), innovation (including patent search and industrial process optimisation)
and production (such as industrial robot control and logistics), it is important to design
GPAI models that generalise in other scientific fields and industries (such as supporting
human engineers), and speed up discovery and time-to-market, thanks to their holistic
understanding of the entire R&l chain.

Population-level digital twins of patients: Training a federated LLM on various data sources
across clinical centres (such as medical papers, electronic health records, image/sensor
data, emergency calls and environmental data) would result in a digital twin of the patient
population. By infusing it with trusted statistical inference capabilities, this LLM would be the
basis for a GPAI system that enables the discovery of new relationships between factors
and symptoms, and provides better support to patients, clinicians and staff across the
entire patient journey, creating a foundation for Al-based surgery.

Al for creative processes: Al must support the creative processes involved in producing
text, articles, experiences, videos, and images, as well as experiences in the metaverse.
This requires exploring how humans can collaborate with those systems, how we make
sure things generated are bias-free, how we can ensure content is monetised, and how to
interpret IPR and copyrights in these scenarios is also important.®*

According to McKinsey's report “The economic potential of generative Al: The next
productivity frontier”,®*® generative Al could add the equivalent of $2.6 trillion to $4.4 trillion
annually across the 63 use cases analysed—by comparison, the United Kingdom’s entire
GDP in 2021 was $3.1 trillion.

According to Goldman Sachs,’ "generative Al .. could drive a 7% (or almost $7 trillion)
increase in global GDP and lift productivity growth by 1.5 percentage points over a 10-year
period.”

However, these highly optimistic economic estimations also shyly point out the significant
54. See also the recent Journalism Al report on further uses of GPAI: https://www.journalismai.info/
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disruption this will cause in the job market. Such issues had already been identified for
machine learning and Al in general, but the changes caused by generative Al will likely
be more chaotic. Even if the global balance between jobs destroyed and jobs created
remains controversial, there is a consensus about the transformations that will take place.
At a minimum, workers will need to change their working habits, and at most, they may
have to completely change jobs or acquire entirely new skills.®’ It is far from certain that the
necessary mechanisms for continuous education will be put in place, nor that the mindsets
of affected workers will allow for such drastic changes to occur as smoothly as professional
report-writers may believe.

Beyond the impact on skills and employment, generative Al is expected to affect the
perception and cognitive processing of online information by citizens. Increasing citizens’
awareness about the ability of generative Al to produce hyper-realistic multimedia
content will make the “Liar’s Dividend” an important challenge in relation to trust in media
and public discourse: politicians, influencers and a variety of online actors will be able to
denounce actual documentary material such as witness videos as being generated by Al,
which may give rise to conspiracy theories, erosion of citizen trust in the state and mediq,
and exacerbation of information disorder on the internet. To this end, new and easily
accessible means of verifying and proving the authenticity of online media are becoming
indispensable.

At the same time, generative Al could help nurture e-learning and match jobs with suitable
applicant profiles (even before they apply), although this is unlikely to outweigh its negative
effects.

New methods are required to assess Al's individual and societal impact (both positive and
negative) in a way that accounts for the lived experiences of diverse groups of users and
non-users, including marginalised groups. Many forms of impact assessments are driven
by top-down expert evaluations, but seeing the broad proliferation of GPAI and the fact
that it is democratising access to this powerful technology underlines the need for a better
understanding of experiences, concerns and mitigation strategies on the ground.


https://www.mygreatlearning.com/blog/how-will-artificial-intelligence-create-more-jobs/
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Short-, medium- and long-term objectives

Short term

Basic trustworthy data

management:

» GDPR, IP, and source
tracking on data sets

» Larger and larger data
sets, reaching 1000T
tokens (Exa-tokens)

Basic trustworthy

generative models:

» Transparency on data
sets and model training

» Explainability of
individual queries

» Static and dynamic
factual correctness
in unimodal models,
mainly through retrieval
augmented generation

» PhD-level expertise
needed

Basic reasoning in

generative models:

» Implicit reasoning
learned through training
data in uni- and muilti-
modal models

» Limited explicit
reasoning mainly
through retrieval
augmented generation

Basic effective generative

models:

» Distilling large models
to comparable models
on single GPU desktop
machine

‘ Medium term

Trustworthy data

management:

» GDPR, IP, and source
tracking on individual
queries

» Shrinking data set size,
drastically improving
quality, and filtering out
the essential data

Trustworthy generative

models:

» Transparency on individual
queries

» Detailed and adaptable
explainability on multiple
abstractions levels

» Static and dynamic factual
correctness in multi-modal
models
MSc-level expertise
needed

Reasoning in generative

models:

» Physical reasoning
integrated in image and
video generation models

» Scientific reasoning in text
generation models

Effective generative models:

» Exa-scale models in data
centres

» Fine-tuning large models
on single GPU desktop
machine

» Distilling large models to
comparable models on
mobile device

» Large scale models
continually trained on
distributed edge devices

‘ Long term

Sophisticated trustworthy

data management:

» Highly curated and
verified minimal data
sets with explicit
bias control, cultural
contextualisation, etc.

Sophisticated trustworthy

generative models:

» Physically and
scientifically correct
multi-modal models

» Generative models will
be as easy to create as
a compiler today

Sophisticated reasoning in

generative models:

» Physical and scientific
reasoning in multi-
modal generative
models

Highly effective generative

models:

» Exa-scale models
continually trained on
distributed edge devices

@
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3.2.3 Big ticket #3: An interoperable and
integrated framework for data and model ecosystems

State of the Art

The main goal of the European Data Strategy®® published in 2020 was to create a single
market for data that will ensure Europe’s global competitiveness and data sovereignty.
This strategy introduced the European Common Data Spaces, aimed to connect
stakeholders on a cross-border and cross-sector basis and share data in a trusted,
secure and scalable way. The implementation of these data spaces, funded under the
Digital Europe Programme, started with CSA preparatory actions in eight domains, and
continues with deployment actions aimed at achieving a certain level of maturity.®® The
Data Spaces Support Centre coordinates all these actions on the sectoral data spaces to
ensure that they develop in a coherent way, are interoperable, and benefit from economies
of scale® The SIMPL Programme® aims to provide open source, modular middleware to
implement data spaces in a secure and interoperable way. Additionally, the Horizon Europe
Programme is funding research and innovation projects to develop techniques, solutions
and components that contribute to the design and implementation of data ecosystems,
including (i) technologies and solutions for compliance, privacy preservation, green and
responsible data operations,? (ii) technologies for data management,®? (iiii) solutions for
data trading, monetising, exchange and interoperability,®* (iv) integration of data life cycle,
architectures and standards for complex data cycles,®® or (v) Al-driven data operations
and compliance technologies.®®

The Al Innovation Package®’ presented by the European Commission in July 2024 introduces
the concept of Al Factories: open ecosystems built around EU supercomputers, specially
tailored to build and train large Al models, that provide Al and data services and have
access to the massive amount of high-quality industrial data required to train those models.
The recently presented Al Continent Action Plan®® complement these Al Factories with Data
Labs, that will be further explained in the upcoming European Data Union strategy®®and are
expected to ensure that Al developers will have access to large volumes of high-quality
data in relevant sectors.

®


https://digital-strategy.ec.europa.eu/en/policies/strategy-data
https://digital-strategy.ec.europa.eu/en/library/second-staff-working-document-data-spaces
https://dssc.eu/
https://simpl-programme.ec.europa.eu/
https://cordis.europa.eu/programme/id/HORIZON_HORIZON-CL4-2021-DATA-01-01
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2021-data-01-03
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2021-data-01-03
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2022-data-01-04
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2022-data-01-04
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2023-data-01-02
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2023-data-01-02
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2024-data-01-01
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl4-2024-data-01-01
https://digital-strategy.ec.europa.eu/en/factpages/ai-innovation-package
https://digital-strategy.ec.europa.eu/en/library/ai-continent-action-plan
https://digital-strategy.ec.europa.eu/en/news/commission-seeks-views-use-data-develop-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/news/commission-seeks-views-use-data-develop-artificial-intelligence
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The regulatory framework surrounding data is gradually being established. The EU Data
Act,”° which entered into force on 11th January 2024, aims to establish harmonised rules
on fair access to and use of data across the European Union. The EU Data Governance
Act” (DGA) is in force and aims to facilitate data sharing across sectors and EU countries,
enhancing trust in data sharing by establishing rules for neutrality of data intermediaries
and promoting data altruism. The European Health Data Space (EHDS) Regulation’ was
published in the Official Journal on 5 March 2025, and entered into force on 26 March
2025, initiating a phased implementation process over the coming years. This regulation is
intended to make a significant step in the EU’s digital health strategy. Finally, the EU Al Act’3
is in effect and progressing through a phased implementation schedule. This provides a
risk-based approach to classifying Al systems.

Finally, significant standardisation efforts are in place to provide frameworks that support the
interoperability, trustworthiness and scalability of European data ecosystems. Particularly,
the CEN-CENELEC Joint Technical Committee JTC25 “Data, dataspaces, cloud and edge”’#
is working on the production of harmonised standards in response to the standardisation
request from the European Commission regarding the implementation of the Data Act.

Within this landscape, the following trends are shaping the foundations for the next
generation of complex data driven ecosystems:

» Data ecosystems are increasingly becoming more complex, as value creation is
incorporated on top of pure data transactions, with added value applications on top of
data sharing and connection with other ecosystems to generate value out of data. This
implies the involvement of new actors and new types of services.

» Focus should be given to deployment of disruptive applications, specially Al-driven
applications,’”® that can benefit from data ecosystems. This presents the challenge of
selecting and preparing data under the requirements of these cutting-edge applications.

» Interoperability is increasing in complexity across different levels, including technical,
security, legal, governance and business. The application of novel Al-driven techniques to
manage complexity can contribute to alleviating interoperability. Special attention must
be given to the application of Generative Al to support semantic interoperability and other
data sharing features,”® and to Al Agents to support data ecosystems management.
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» Robust governance, performance and security in complex ecosystems should cover
the entire data lifecycle across the different stages. Ensuring trust in data transactions
(Trusted Data Transactions) requires traceability, data lineage, provenance, and real-
time observability of data flows (data observability).

» High Performance Data Analytics (HPDA), represents the convergence of big data, Al,
and high-performance computing. It enables real-time analytics on massive, distributed
datasets.

This group of challenges cuts across those that affect or impact on the
usual operations with data. The most significant among them include:
Availability and accesstodata. The EU produces a massive amount of data, and this volume
continuestogrowrapidlyduetoseveralfactors.However,alargeportionofthisdata, particularly
from the private sector, remains inaccessible due to legal, technical, and economic barriers
andlackofincentivesforsharing. Thislimited availability of high-quality data (and specifically
data that is specially prepared for Al) poses a major obstacle for Al-driven innovation.
Data for Al, complementing the previous point, focuses on identifying the most suitable
data for Al systems and tailoring it to meet the specific constraints under which these
models operate, such as bias, fairness, and other ethical or technical considerations.
Data management in complex ecosystems, or how to ensure, among others, end
to end accuracy, consistency, and traceability including management of quality,
metadata, and life-cycle management, and monitoring, auditing and transparency.
Integration of complex data analysis pipelines and Al workflows with the
computing continuum (loT/edge/cloud) that leverage the different instruments,
infrastructures and technologies developed in the EU in a seamless, trusted
and scalable manner. This includes the synchronisation and consistency
of replicated or distributed data (e.g. data on the edge and the cloud).
Energy efficiency involves improving the sustainability of data-driven processes by
minimising storage needs, reducing computational loads through techniques such as data
sparsity, and promoting the use of frugal, energy-efficient Al models. This also includes
efficiency of HW / SW for Al, and new tools for developing novel systems that are optimised
for specific purposes.

Security and protection in data ecosystems

Securityandprotectionincomplexdataecosystemspresentchallengesthatstemfromvarious
factors and require comprehensive strategies to effectively mitigate risks. This is due to the
complexity of these ecosystems, which involve the interplay of many different actors,and the
uprising of new Al technologies that can provide novel instruments for intentional attacks.”’
Some of the key security and privacy challenges include:

Data breach and unauthorised access: The risk of data breaches is ever-present, with cyber
criminals seeking to exploit vulnerabilities and gain unauthorised access. Furthermore,
inadequately secured databases, servers and cloud environments can lead to unauthorised
data exposure. Adversarial attacks are a serious threat to the security and reliability of Al
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systems, highlighting the need for robust defenses and continued research in this field.

Data usage control and policy enforcement. Once data is shared, enforcing data usage
constraints such as purpose limitation, retention duration, and geographic restrictions
becomes non-trivial due to several factors such as lack of runtime usage enforcement
mechanism, decentralised heterogeneous execution environment, and absence of policy
binding and policy carrying data.

Data encryption and protection: Managing encryption keys and securing encryption key
storage is highly challenging; encryption key management is particularly challenging in
multi-party data sharing if a single key is shared among a group of participants.

Data anonymisation and re-identification: Anonymising or de-identifying data for analysis
while maintaining data utility is difficult to accomplish. Re-identification attacks can
potentially link anonymised data back to individuals. Moreover, anonymisation is typically
a one-time static process; it does not enable dynamic, runtime enforcement of usage
policies.

High cost. Advanced cryptographic techniques used in privacy-enhancing technologies
(such as homomorphic encryption) are often computationally intensive and resource-
demanding. This creates a necessary trade-off between the robustness and security of the
system and its financial and computational cost, requiring careful decision-making based
on use case priorities

Achieving interoperability across multiple dimensions—technical, syntactic, semantic,
organisational, and legal — remains a formidable challenge. This is particularly difficult in
cross-domain data sharing ecosystems, where diverse standards, data models, regulatory
frameworks, legal instruments, and operational practices must be reconciled to enable
seamless and trusted data exchange. Addressing these dimensions in a coherent manner
is critical yet complex, especially when dealing with decentralised infrastructures.

Data ecosystems are becoming increasingly complex. To succeed, they need governance
mechanisms that can be shared among multiple actors and that ultimately result in
scalable and sustainable models. This includes the governance of the data ecosystem
or data space as a whole, but also data governance, data sovereignty, provenance and
traceability of data, and data quality management. The automation of contract negotiations
and its enforcement within data ecosystems remains an open issue. These aspects should
converge in sustainability models with instruments for scaling up, including novel tools for
measuring data maturity (data maturity models) aimed at monitoring the ecosystem’s
progress.

This solution addresses multiple layers of interoperability (business, governance,
legal, semantic, syntactic and transport) both within and across complex ecosystems,
accounting for the technical and non-technical mechanisms required to enable
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seamless data exchange and collaboration among diverse stakeholders. The solution
should consider the application of Al techniques, such as Large Language Models (LLMs),
to support semantic interoperability across heterogeneous domains.”® It should also
consider the interoperability of different types of data ecosystems (i.e. IoT ecosystems)
by applying standards and taxonomies to facilitate automatic discovery, integration, and
processing of loT and edge computing resources. Furthermore, this solution would focus on
business interoperability covering alignment of businesses, value models, and operational
semantics between organisations. Harmonisation of data governance policies and legal
frameworks, compatibility in data formats and encoding structures, and consistent and
secure transmission using interoperable communication protocols would also be covered.

This solution establishes comprehensive and standardised frameworks that address key
aspects related to trustworthiness, identity verification, and policy enforcement within a
large-scale data environment. It would address challenges such as governance, security,
protection and privacy within the ecosystem, together with mechanisms for the enforcement
of policies that ensure these rules are followed throughout the entire data lifecycle.

This solution area aims to reduce the energy consumption and carbon dioxide emissions
caused by data processing and storage. Efficient methods for data analytics, such as
appropriate data fusion strategies to design efficient energy efficiency systems, frugal/
sustainable Al, and edge Al, with less data and energy-intensive algorithms. In the case of
efficient edge Al, there should be strategic collaboration between Al researchers and Al chip
vendors, particularly with regard to building European foundation models, co-developing
reference architectures and investing in shared training infrastructure.

This solution advances the cloud/edge/HPC continuum to support novel data pipelines
and Al workflows. It would incorporate techniques like transfer learning, fine-tuning, and
capability inheritance to build pipelines that adapt and evolve Al models for specific
tasks. This would also include the use of foundation and large language models (LLMs) in
downstream applications, the reuse and exchange of Al models via marketplaces, and the
application of DataOps practices to manage the complexity of these pipelines, facilitating
automation, collaboration across teams, agility in response to changes, and continuous
improvement in data and Al operations.

In complex and distributed data ecosystems, characterised by heterogeneous participants,
decentralised infrastructures, and evolving interoperability requirements, Al agents can act
as autonomous, intelligent components that enhance the automation capabilities within
complex data sharing ecosystems. This challenge would apply Al agents powered by
cutting-edge LLMs and RAG models to support multiple functions across interoperability
(aligning schemas, ontologies, and taxonomies, facilitating automated data annotation,
disambiguation, and cross-domain entity mapping), governance (enforcing data usage
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policies), and operational aspects (data discovery, extraction, curation, and evaluation
and recommendation of datasets, metadata quality, and provenance using context-driven
semantic search techniques). The challenge would apply Model Context Protocol (MCP) to
integrate LLM applications and external data sources and tools. The challenge will apply
Al agents to relevant areas like healthcare (e.g. aligning ontologies such as HL7/'FHIR and
SNOMED CT, curating longitudinal health datasets for research while preserving anonymity
using technologies such as differential privacy), finance (e.g. orchestrating regulatory
compliance by integrating data fromm multiple data sources and applying machine
readable policies such as ODRL for cross-border data sharing), energy (e.g. coordinating
real-time energy data exchange between distributed energy resources, grid operators,
and EV infrastructure using domain ontology such as common information model (CIM)
and SAREF), mobility (e.g. in multimodal mobility, acting as an aggregator collecting and
integrating data from a wide range of systems such as traffic systems, public transport, and
vehicle telemetry), agriculture (e.g. interoperable data sharing among farm equipment,
vendors, loT sensors, metrological data providers, and logistics networks using standards
like AgroVoc and logistics networks), and manufacturing (e.g. facilitate the integration of
multi-modality data such as tabular ERP data, timeseries sensor data, geometry and CAD
design data, to enable smart and autonomous planning and control).

This challenge would serve as a foundation example and baseline to foster adoption and
move towards the scale-up phase in data spaces and other data driven ecosystems. It
would implement interoperability between data spaces and existing legacy systems,
addressing not only technological aspects but also business models, maturity assessment
and conformity to regulations related to data spaces. The outcome of this challenge is
expected to include instruments that support the scaling of data spaces across various
dimensions and assess their compatibility, with deployment actions to be completed in
the following months.

The adoption of data spaces can be fostered by intertwining them with applications that
are well suited to, and widely benefit from, the connection. This set of applications would
include, among others, Al-driven solutions, virtual worlds, and digital twins. The connection
between data spaces and Al, particularly generative Al, is receiving significant attention,
though its full potential and practical implementation have yet to be realised.” The process
of finding the appropriate data and preparing it specifically for its use by Al practitioners is
still not fully integrated in data ecosystems. Data spaces represent an excellent environment
for digital twins to find the perfect conditions to grow, scale, and connect the diffuse
actors required to unleash their potential. The integration of real-world data with virtual
representations can lead to improved decision-making, enhanced operational efficiency,
and a deeper understanding of the physical environment. This challenge combines features
and represents an optimal symbiosis of both paradigms, linked by data. It will result in
relevant applications addressing specific sectors, such as data spaces and digital twins of
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oceans and virtual worlds, and contributions to the Destination Earth initiative.

The main impact resulting from the proposed solution areas and applications can be
summarised in the following points:

» Increase in data and Al democratisation, mostly for small actors; empowering citizens
in the use of their personal data and access to cutting edge Al driven solutions; and
increasing societal trust for the lawful processing of personal data by governments and
use of Al applications.

» Breaking data silos and leveraging data generated in Europe to train large Al models and
Al foundation models.

» Increasing trust and security in data and Al ecosystems and solutions.

» Reduction of carbon footprint and energy consumption, and reducing costs by leveraging
existing platforms and legacy systems.

» Extensive application of the digital twin paradigm and other disruptive applications
powered by data and data ecosystems, to support better decision making in social,
industrial, and environmental domains.

» Monetisation, reuse, sharing and new added value from the use of Al models and other
data related assets; and more economic activities that rely on sharing data, including
associated job growth.

» Better Al and data-driven services.

» New ways of working and creating successful businesses based on large-scale data
spaces.

» Better awareness of ongoing global events and data for public organisations and industry.
For instance, real-time internal market trade information.

» Smart digital contracts and flexible data sharing for improved efficiency, enabling use
cases for societal resilience, e.g. flexible energy systems.

» Ethical use of data because of efficient data governance practices.

The table below identifies medium- and long-term objectives for each of the solution
areas and applications described in the previous section, resulting in a simple roadmap
for each. Although it is difficult to specify concrete time horizons given the heterogeneity of
the addressed topics and proposed solutions, a range of between 3-5 years for medium
term objectives and between 7-10 years for long term objectives could seem appropriate.
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Solution areas and aspects | Medium term objectives

Long term objectives

to tackle

Foster interoperability in

complex data ecosystems

» Business interoperability:
define joint use
cases that require
interoperability across
data spaces based on
synergies across sectors.
Enable cross-data space
collaboration based on
sectoral synergies

» Semantic interoperability:
approaches to facilitate
the conversion of data
models across sectors

» Leverage Al/LLMs to
facilitate semantic
matching, schema
alignment, and metadata
enrichment. Develop
Al agents capable of
negotiating, translating,
and validating data
interactions

» Standardisation efforts
at different levels, aligned
with European legal
frameworks and sector-
specific regulations

»

Achieve full interoperability
within individual data
spaces, including
syntactic, semantic, and
organisational layers
Ad-hoc interoperability
through specific sectors
subject to specific use
cases

Applications of LLMs

to support semantic
interoperability. Deploy LLMs
and knowledge-enhanced
Al tools to automate
semantic translation and
model mapping
Harmonisation of data
models’ repositories
(vocabularies) to facilitate
discovery of new data
models

Ensure interoperability

of logs in provenance,
auditability, and traceability
across systems

Promote the adoption

and harmonisation of
interoperability-related
standards

Seamless connection
and flow of data between
data spaces and digital
ecosystems

Real applications
benefiting from the
connection between data
ecosystems in different
sectors

Implement autonomous
LLM-based Al agents to
manage interoperability,
orchestrate data flows,
and support lifecycle
management

Achieve consolidated,
widely adopted EU-wide
standards for data and
metadata interoperability
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Solution areas and aspects | Medium term objectives Long term objectives

to tackle

Design of global » Implement data quality » Fully operational,

frameworks for trust, assessment and cross-sectoral data

identity management and certification mechanisms governance at scale

policy enforcement across data value chains » Robust data ecosystems

» Data governance » Deploy standardised to guard against
across complex value provenance and traceability | emerging threats,
chains, managing the solutions integrated with Al including quantum
whole end-to-end data | » Launch federated trust computing, adversarial
lifecycle, including data frameworks within and Al (e.g. GAN-based
access, usage, reuse, across data spaces, with attacks), and novel
and sharing rules, data shared rules for trust computational
quality management, negotiation and validation; paradigms
provenance and implement verifiable » PET becomes a
traceability mechanisms credentials and digital standard, embedded
to track origin, ownership, attestations (aligned with practice in Al
and usage over time, and elDAS 2.0, W3C VC etc.) in development and data
roles and responsibilities selected pilots sharing infrastructures
in multi-party » Operationalise end-to-end |» A federated and
ecosystems privacy and confidentiality global trust framework,

» Privacy, protection, and frameworks, including PETs including interoperable
confidentiality by design, (federated learning, secure trust frameworks and
on an end-to-end basis multi-party computation, a network of federated

» Global trust anchors anonymisation) and trust anchors
and federated trust secure data handling » Al-driven systems for
mechanisms that allow infrastructures policy enforcement,
distributed, cross-border consent, risk, and
trust relationships accountability

» Global governance across decentralised
schemes and policy ecosystems, and
interoperability, identity negotiation and
management and enforcement of data
policy enforcement in usage rights based on
distributed environments shared trust and policy

frameworks
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Solution areas and aspects | Medium term objectives

Long term objectives

to tackle

Energy efficient and

sustainable solutions

for data-driven

implementation

» Sustainable-by-design Al
and data solutions

» Green and sustainable Al
and data lifecycles

» Holistic approaches
for energy efficiency,
including governance,
metrics, and incentives
for sustainable
digitalisation

» Specific techniques for
energy efficiency

»

»

»

»

Integrate green and
efficiency principles

into Al and data system
development pipelines,

e.g. energy aware design
models, training and
learning

Scale up low-energy Al
techniques (frugal Al,
neuromorphic computing,
spiking neural networks,
surrogate models, mixture
of experts, quantisation)
Ensure any framework
proposes standardised
energy and sustainability
metrics for Al and data
services, including best
practices, repositories for
reusable data and models
Develop and promote
foundation models tailored
for specific vertical sectors
optimised for minimal data
and compute requirements

» Sustainability fully
integrated across the
entire Al and data value
chain (data acquisition,
storage, model training,
analytics, deployment);
green design principles
as standard practice in
system architectures
and development
frameworks

» Frugal/low-energy Al
approaches widely
adopted and embedded
in mainstream
development and
deployment pipelines
and workflows

» A holistic, system-
level approach to
energy efficiency that
is fully operational,
combining IT efficiency
(in Al, computation, data
handling) with domain-
specific footprint
reduction; Al and
data-driven solutions
actively contribute to
decarbonisation and
resource optimisation
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Long term objectives

to tackle

Design and
implementation of
complex data analysis
pipelines

» Design and execution
of data pipelines and
Al workflows across the
computing continuum,
from edge and fog
nodes to cloud and high-
performance computing
(HPC)

» Intelligent management
and orchestration of
complex data pipelines
and Al workflows

» Al-driven solutions for
scheduling, load balance
and resource efficiency

» End-to-end security,
trust, resilience and
performance

»

»

Operational frameworks,
including reference
architecture and
deployment schemes, for
computing; integration of
complex data pipelines and
disruptive Al solutions
Application of DataOps

and MLOps to deploy

data pipelines and

learning models, fostering
collaboration, implementing
automation, promoting
agility and ensuring
continuous improvement
Al-driven intelligent
scheduling, load balancing,
and auto-scaling of pipeline
workloads in heterogeneous
environments, including
predictive orchestration
tools

Deployment of Al and ML at
the edge

»

»

»

Data pipelines and

Al workflows are
natively deployable
across heterogeneous
environments

with automated
orchestration, dynamic
adaptation, and minimal
configuration effort
Pipeline execution
achieves high
performance, reliability,
and energy efficiency
across all stages
Complex data pipelines
are accessible through
intuitive, interfaces,
standard tools, and Al-
assisted automation
End-to-end protection,
trust, and privacy-by-
design

Application of Al Agents

to support complex data

ecosystems

» Al agents for ecosystem
automation

» Al agents to support
semantic interoperability
by aligning schemas,
ontologies, and
taxonomies across
domains

» Apply Al agents
to enforce data
usage policies and
compliance rules within
federated and dynamic
environments

Deployment of Al Agents in
real-world data ecosystem,
and demonstrate concrete
and scalable use cases
where Al agents enhance
key functionalities

Explore and validate
architectures based on
interconnected LLM-
powered agents (LLM mesh
paradigms) to enable
collaborative, scalable, and
cross-domain automation
across data ecosystems

Establish fully
autonomous agent-
based systems capable
of managing key data
ecosystem functions
end-to-end, including
policy enforcement and
compliance, dynamic
data integration and
enrichment, data
lifecycle management
(curation, access,
deletion)

Cross-sector and
cross-border Al

agent collaboration
frameworks
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Solution areas and aspects | Medium term objectives

Long term objectives

to tackle

» Leverage the Model
Context Protocol (MCP)
or similar architectures
to enable Al agents to
integrate LLM-based
reasoning with external
APIs, tools, and real-time
data sources

»

Standardisation of
Al agents’ interfaces,
behaviors, and protocols

»

Integrated Agentic
Al within data space
governance models

Fostering the adoption and

scale-up of data spaces

» Easy onboarding, access
and adoption

» Business models and
value creation, tailored to
each sector

» Avoid fragmentation and
ensure interoperability

» Incentive mechanisms
for all actors in the value
chain

» Guidelines, best practices
and reference use cases

»

»

»

Leverage Al to automate
management, functioning,
onboarding and use of data
ecosystems

Simplify onboarding,
access, and interoperability
for all participants in the
ecosystem, mostly data
providers, SMEs and public
sector entities

Define and validate
sustainable business
models for data sharing,
monetisation, and value co-
creation

Establish maturity models
and benchmarking
frameworks for data

spaces to assess

readiness, scalability,

trust, interoperability, and
governance

Address skills gaps in

data space design,
implementation,
deployment and use,
including legal, governance,
data, and Al integration

»

»

»

»

»

»

Al driven cognitive /
intelligent data spaces
Data sharing as a
commodity and
standard practice
Advanced and
sustainable data-driven
business models
Establish data spaces
as core ecosystems for
Al training, validation,
deployment, and
monitoring

Full connectivity with
the European Digital
Ecosystem (Al Factories,
Data Labs, Al TEFs,
EDIHs, Al platforms,
data platforms and
marketplaces)
Widespread skills,
literacy, and awareness
of how to create,
manage, onboard, and
use data spaces
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Solution areas and aspects | Medium term objectives Long term objectives

to tackle

» Data spaces and cutting- | » Reference architecturesto | » Seamless, scalable
edge applications connect data spaces with deployment of disruptive

» General framework to advanced applications applications across

facilitate the connection | » Assessment of additional federated data spaces
of advanced data driven applications most intended | » Maturity of
applications with data to benefit from and foster interoperability
spaces the development of data standards, interfaces,

» Identification and spaces and open components
preparation of high- » !Deﬁnition of potential that glloyv disruptive .
value, application-ready interface layers, new applications to be easily
data required blocks, new deployed, reused, and

» Connection and components, new roles, etc. extended

» Launch pilot projects and
testbeds that implement
early versions of these
architectures in real-world
settings

» Conduct preparatory work
on inter-domain standards

interoperability between
different ecosystems

» Integration of real-
world data with virtual
representations

» Real world use cases and
industry validation

3.2.4 Big ticket #4: Next generation robots with embodied
intelligence

Today's robotic systems are severely limited in the applications and tasks they can address
in the real world, and there is a significant gap between laboratory demonstrations of
capability and delivered capability at end users. Current robots are largely application
specific: a farming robot cannot be used in healthcare, although it may be adapted to
military use or for construction. Similarly, robots for use in space might be adaptable to the
nuclear industry or to mining. The form of a robot closely follows its function. The primary
limitations of the currently deployed robotics solutions are in the following areas, which
are key to extending applications and therefore to wider deployment. In order to make
progress in these capabilities, it is critical to benchmark incremental steps that can be
aligned to specific application-oriented functional achievements.

Configurability

Robots will only become cost effective if they can carry out multiple types of functions
with the same core hardware. The ability to customise, configure and reconfigure robotic
systems in both industrial and service robotics applications is key for adoption. The
configurability of a system should allow both static customisation of a system to its domain
and use case, and dynamic reconfigurability to an evolving environment. Configurability
must be accessible without deep robotics knowledge and with minimal training. For wide
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deployment in key applications, such as healthcare, construction, maintenance and
warehousing, a step change in interoperability and configurability from current concepts
and practices is needed.

Current robot dexterity is poor and far below basic human capability. This significantly limits
the capability of robots to carry out complex tasks in human environments. Therefore, their
application is limited to well-engineered environments with objects that are adapted to
robot grasping, or to applications where items can be lifted with vacuum-based grippers
that can conform to object shape. The handling of soft materials or highly deformable
materials is currently not possible in a way that is deployable. Matching robot perception
with physics is therefore a major challenge. Physics is based on a formal understanding of
the cause-and-effect relationships that govern interaction between objects, rather than
data, and this is an area of extreme weakness for controlled manipulation. Novel physics-
and model-based methods are needed to underpin the high-level planning and object
reasoning that current data-oriented Al based perception methods provide.

Autonomy in robotics is currently short term and localised, such that most often the working
environment is constrained and the level of uncertainty is highly controlled. Teleoperated
robots provide short-term autonomy; drones, for example, use autonomous control to
maintain position and direction, but still rely on human control for task motions. Teleoperation
often places a high cognitive load on the operator and requires extensive training and
planning. Consequently, its use is limited to applications where the use of a robot is the
only option, for example in micro-surgery or in the repair of nuclear reactors. Greater
levels of autonomy are needed in a complex, unknown and dynamic robot environment. A
complex environment may encompass unanticipated scenarios that robots have to deal
with and adapt to. This environment may also contain significant risk to people or to the
environment itself, requiring autonomous robot activities and actions to be predictable
and trustworthy. In many cases their safety, physical and behavioral, needs to be certified
to industry-specific standards.

There are many real-world applications that present complex environments beyond the
capability of current robotic systems, such as outdoor operations, and maintenance and
transport. Complexity can also arise in the type of task and combination of tasks (i.e,,
missions) that the robots carry out. Improvements in autonomy that address complexity and
uncertainty will expand the range of scenarios where robots can operate. Improvements
in autonomy will only come from deeper synergy between physical interaction and Al in
perception, manipulation and interaction with objects, people and environments.

Most current robot systems either require no human interaction or direct human interaction
using “human in the loop” control, as they are based on well-defined operating scenarios
with minimal uncertainty. Applications in the middle ground where humans have oversight
without intervention control are limited to a small number of well-defined domains.
Developing human interaction at the transactional and functional level, even in moderately
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complex environments, has proved to be remarkably difficult. If robots are to become useful
tools, they must be able to work with humans, learn from them, take orders from them, and be
supervised by them. These transactions require interaction at a practical level, with the task
in hand, and at a social and ethical level that ensures safety and effectiveness. Developing
good HRI requires both multi-modality of communication and an understanding of social
context. Multidisciplinary collaboration with the social science and humanities domains is
essential to progress.

The corerobot behavior technologies such as perception, planning, and reasoning are partly
responsible for the limitations seen in configurability, dexterity, autonomy and interaction.
However, no single technological advancement will extend capability in these areas; it will
require a combined approach that develops and exploits novelty and innovation across
design tools, hardware, integrated behavioral systems and development and testing
methodologies.

The above challenges call for combining new forms of robots with a high level of autonomy,
manipulation, configurability, and greatly improved HRI. We need to achieve significant
progress in physical forms through new designs of rigid body and soft robotics and
improved ability to safely act in complex unpredictable environments. This must be done
within existing energy envelopes and with decision-making systems that are grounded
in physics, not data. Adaptable, configurable multi-tasking machines present major
challenges for the next generation of smart embodied robotic systems operating in the
real physical world.

We need to create robots that can fluidly interact and respond to human physical contact.
This requires new materials, new structural designs, and new methods of control. Advances
in soft robotics will also enable better interaction with everyday environments and objects
that are designed for human use. The expectation is that technical progression in this
area will drive novel physical structures that break away from the rigid body mechanics
traditionally used in all robotic systems, towards softer human-friendly physical forms that
create more natural interaction experiences.
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A primary and enduring challenge is to ensure that robots are safe, trustworthy and exhibit
predictive actions in their physical activity. The longer a robot operates autonomously
and the more complex the environment it is operating in, the harder it is to assess and
deliver guarantees about safety and trustworthiness. The main challenge is thus to develop
methods of identification that can detect unwanted activities or are able to characterise
tasks and environments that are low risk and potentially safe. This represents a challenging
environment in which robots should learn about their states, actions and the conditions in
which they operate. Learning techniques depend on the ability to train neural models based
on real or synthetic data; however, these techniques are typically not able to deal with
unanticipated scenarios and do not naturally account for the hard physics of interaction
(such as gravity, friction or momentum) or for the inherently uncertain and dynamic nature
of a formally complex system where chaotic and emergent scenarios are to be expected.
We need to elaborate on world models for robots operating in complex environments
where safety, trustworthiness and regulatory compliance are essential, and find new ways
to formulate the integration of these world models in robot development.

The use of Al in robotics systems is highly limited to a few applications. The research in a
wide array of Al technologies, such as Embodied Al, Physical Al, Reinforcement Learning,
Generative Al, etc. shall be conducted to investigate new forms of advanced control,
such that a robot can reconstruct an accurate model of the physical world around it to
understand its environment and plan appropriate actions. This can range from simply
avoiding mistakes or harm to people, to acting in dynamically changing environments and
eventually reaching long-term autonomy. Al research needs to focus on techniques that
provide accurate models of the physical world that would enable the necessary level of
autonomy for robots and other automated physical systems. This is a major challenge
that requires close collaboration between Al and robotics disciplines, as well as research
and industry, for the purpose of developing foundational concepts and enabling broad
deployment. Critical to this enterprise is the ability to explain autonomous decision-making
within the external context of the environment. This needs to be responsive in real time
and collaborative with human operators to allow smooth interaction and direction in ways
equivalent to collaboration between humans carrying out the same task. This will build trust
between operator and machine while also allowing the operator to correct and redirect the
machine in terms that relate to the task context. Achieving this requires a strong alignment
between the human and machine models of the environment and its dynamics, and the
use of terminology “colloquial” to the task; for example, “move the crate on top of the cooker
to the other side of the table”.

The demographic changes that shift the age profile of Europe over the next two decades
will have a significant impact on the availability of skilled workers. To ensure a sufficient
pipeline of skilled engineers and scientists in robotics, Europe must adopt a multi-pronged
strategy that focuses on both education and workforce transformation. First, the EU should



Adra Strategic Research, Innovation, and Deployment Agenda 2025-2027 e Alm
Association

expand and modernise STEM education, integrating robotics and Al into school curricula
from an early age and strengthening vocational training programmes tailored to robotics
applications. Universities and technical institutes must also align their programmes
with industry needs, offering interdisciplinary courses that combine robotics, software
engineering, ethics, and systems integration. Additionally, initiatives like the EU’s Digital
Innovation Hubs and Al Factories should be scaled up to provide hands-on training and
foster collaboration between academia, startups, and established companies.

At the same time, Europe must invest in upskilling its existing workforce to adapt to
the rapid pace of automation. Rather than relying solely on a limited pool of robotics
specialists, companies should empower non-technical employees through no-code
platforms and embedded training programmes that make robotics tools more accessible.
This democratisation of technology use can help bridge the gap between innovation and
implementation, especially in small and medium-sized enterprises. Furthermore, while
skilled migration can offer short-term relief, long-term resilience will depend on creating
attractive labour markets and career pathways within Europe itself. By combining education
reform, workforce enablement, and inclusive technology access, Europe can build a robust
talent pipeline to support its robotics ambitions.

In the current geopolitical climate, Europe must prioritise strategic autonomy in robotics to
safeguard its technological sovereignty and economic resilience. As global powers like the
U.S. and China intensify their investments in robotics for industrial, military, and strategic
dominance, Europe faces the dual challenge of keeping its global innovation edge while
reducing dependency on foreign technologies. This requires a coordinated EU-wide
approach that boosts funding for foundational robotics R&D, strengthens cross-border
collaboration among research institutions, and accelerates the development of secure,
ethical, and interoperable robotic systems. Initiatives like NATO’s Innovation Fund and the
EU’s Horizon Europe programme are steps in the right direction, but they must be scaled
and aligned with long-term geopolitical goals.

Moreover, Europe must address vulnerabilities in its robotics supply chains, particularly
those linked to critical components sourced from geopolitical rivals. The Ukraine conflict
has underscored the strategic role of unmanned systems in modern warfare, highlighting
the need for Europe to develop indigenous capabilities in autonomous systems and Al-
driven robotics. At the same time, ethical governance must remain central to Europe’s
robotics agenda, ensuring that technological advancement aligns with democratic values
and international law. By fostering a robust ecosystem that integrates academia, industry,
and defence sectors, Europe can position itself as a global leader in responsible robotics
innovation while reinforcing its geopolitical standing.

The manufacturing industry is changing rapidly due to digital technology, automation, and
improved connectivity. Physical machines and computer systems are merging, allowing
robots and Al to assist humans while also displacing a significant number of workers. This
shift is moving jobs from manual labour to remote tasks with immersive interfaces, requiring
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considerable upskilling of the workforce. Sustainable manufacturing must adapt to frequently
changing production levels and individual customisation needs while ensuring energy
efficiency and maintaining high production quality. Robots are essential for automating
manufacturing tasks and improving the efficiency, quality, and safety of production.

Industrial robotics will extend beyond current automated tasks, such as moving materials,
welding, assembling, painting, packaging, and inspecting. The new generation of industrial
robots will increase autonomous production by making decisions, learning, and adapting
to complex situations; however, human-robot interaction and collaboration also remain
essential in the evolving manufacturing industry.

As industrial robots become more integrated into supply chains to support agile, distributed
and customisable production, the resiliency of robotics ecosystems will also be increasingly
important.

In the face of unprecedented demographic, epidemiological, and systemic pressures, the
healthcare sector is being compelled to transform at a pace and scale not seen before.
Staff shortages, escalating costs, an aging population, and the residual impacts of the
COVID-19 pandemic are converging to create a scenario in which traditional models of care
are no longer sustainable. Concurrently, the rapid evolution of robotics, driven by advances
in soft robotics, autonomy, Al, and human-robot interaction, presents a unique opportunity
to reimagine healthcare delivery.

From surgical theatres to home-based rehabilitation, robotics is poised to operate across
the entire continuum of care. Highly autonomous surgical systems are increasingly
delivering greater precision, consistency, and reduced recovery times. Meanwhile, mobile
robotic assistants, telepresence units, and companion systems facilitate care continuity
in outpatient and community settings, which is particularly vital in rural or understaffed
regions. Such robots, if designed for configurability and ease of integration, can support
evolving care models such as hospital-at-home and decentralised diagnostic networks.
Whether through automation of routine tasks, support in lifting and mobility, or surgical
augmentation, robotics can enable skilled professionals to focus on high-value, human-
centric care.

Well-functioning critical infrastructure — in transportation, telecom, energy, buildings
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and more - is key to sustaining and progressing today’s society. To ensure maximum
uptime and safe use of infrastructure, timely and proper maintenance is needed, which
is often very costly and potentially dangerous to humans. The backlog and cost of unmet
maintenance needs for Europe’s critical infrastructure is enormous. Over the last decades,
the use of robots for inspection has grown significantly in some application areas — such
as aerial drones for checking roof tops, chimneys and power lines, or crawlers and drones
for confined-area inspection in tanks and tunnel networks such as sewers — and there has
been an increase in the automatic analysis of inspection data via use of Al.

Smart embodied robots could potentially handle complex intervention tasks and navigate
complex environments, and thus be applied to a larger range of variations in tasks and
environments. To this end, new approaches with smart embodied robots are needed. As
part of this, easy configurability is required to be able to re-use robot modules (e.g., for
perception, manipulation, etc.) across variations of maintenance tasks and operating
environments. Smartrobots for I&M should be easy and intuitive to use to provide value. Thus,
they require autonomous capabilities to understand their environment and operations and
perform tasks without needing continuous monitoring and control by human operators.

Currently, robots in the construction industry are primarily used to automate repetitive,
hazardous, or precision-demanding tasks. Examples include bricklaying robots like
SAMI00, which can lay thousands of bricks per day with minimal human oversight, and
layout robots such as Dusty Robotics, which mark construction blueprints directly onto
floors with high accuracy. Other applications include robotic systems for welding, painting,
and plastering, as well as autonomous demolition machines that can safely dismantle
structures in dangerous environments. Additionally, 3D printing robots are being deployed
to construct entire buildings using concrete extrusion, significantly reducing material waste
and construction time.

As robots become more adaptable to dynamic site conditions, their role will expand from
isolated tasks to full participation in end-to-end construction workflows, and several key
developments will become necessary. First, construction companies must invest in digital
infrastructure, such as Building Information Modelling (BIM), to enable seamless integration
between robots and project plans. Second, regulatory frameworks must evolve to ensure
safety and standardisation in robotic construction practices. Third, workforce training
programmes must be established to equip workers with the skills to operate, maintain,
and collaborate with robotic systems. Finally, public and private sectors should collaborate
to fund pilot projects and innovation hubs that accelerate the adoption of robotics in
construction. With the right ecosystem in place, robotics can transform construction into a
safer, faster, and more sustainable industry.

Food security is essential for Europe’s welfare and sustainability. Currently, robots in
agriculture and aquaculture are used to automate a wide range of labour-intensive and
repetitive tasks, significantly improving efficiency and precision of farming. These include
autonomous tractors for ploughing and seeding, robotic harvesters that detect and pick
ripe fruits, and drones for crop monitoring and spraying and underwater robots for sea
cages inspection and cleaning. Robots are also deployed for weeding and pest control
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using computer vision and Al to target specific areas, reducing the need for chemical inputs.
In livestock farming, robotic milking systems and automated feeders enhance productivity
and animal welfare. These technologies help address labour shortages, reduce operational
costs, and support more sustainable farming practices

To unlock the full potential of robotics in agriculture and aquaculture, the focus shall be on
advancing core capabilities, such as safety deployment and flexibility manipulation and
deployment to reliable replace manual labour in the harsh environment. These capabilities
require advanced machine vision technologies, soft robotics for delicate handling, and
Al algorithms capable of on-board intelligence for real-time decision-making in harsh,
complex environments. R&D should also focus on developing modular and scalable robotic
platforms that can be flexibly adapted to different farming scenarios (e.g., land, sea) and
manipulation tasks. Collaboration between academiaq, suppliers and end-users is essential
to accelerate innovation and ensure that solutions are practically deployable. Furthermore,
dedicated funding programmes and testbeds should be established to support long-term
experimentation and the transition from prototypes to commercially viable systems.

The European shipbuilding industry is facing increasing competition from international
competitors, and there is a need to improve its competitiveness through innovation
and technological advancements. The MARI-4YARD project, together with RESURGAM,
FIBRE4AYARDS, SMARTYards and PENELOPE, developed several solutions in materials,
processes, technologies and skills. Additionally, Horizon Europe’s SEUS project is developing
an integrated software platform with the goal of saving time in engineering, assembly and
construction at European shipyards. However, there is still a need to increase ambition and
demonstrate these solutions in large, medium, and small-scale shipyards.

To support this transformation, significant R&D investment is needed in several key areas.
First, robotics systems must be developed to handle the unique challenges of shipbuilding
environments—such as large-scale structures, variable lighting, and irregular surfaces.
This requires advancements in sensor fusion, machine learning, and adaptive control
systems. Second, integration with digital design tools like CAD and BIM must be improved
to enable seamless robot programming and real-time feedback loops. Third, modular and
reconfigurable robotic platforms should be explored to allow flexible deployment across
different shipyard tasks.

The deployment of increasingly autonomous robots means that robotics could replace more
and more human physical work in factories, transport, field operations and maintenance,
agri-food, healthcare, and security. The socio-economic impacts of these changes would
be catastrophic and counterproductive. There is no societal benefit to having robots replace
human work other than where it is necessary to maintain safety or to augment labour
shortages. The steps towards robotic work must therefore be taken in consultation with
citizens and involve a high level of responsible innovation. The focus must be on improving
lives, ensuring robotics are used where they can remove people from harm, creating better
working conditions, or enhancing health and wellbeing. However, in many areas of work,
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robots will become more efficient than humans and thus create economic pressures.
Research and innovation, in collaboration with the humanities and social Sciences, must
find responsible solutions that balance economic necessity and human wellbeing. The
“hard problem” addressed above is pertinent to this socio-economic impact because it
addresses those use cases where harm is most likely to be caused. These are applications
where humans already perform those actions and are qualified, or those involving tasks
that humans cannot/will not undertake. Robots must be proven to be highly competent,
ethically sound, and socially acceptable before deployment.

TRL for robotics contains two fundamental axes. On one axis, we need to balance
between human intervention and autonomy; on the other axis, we need to manage the
complexity of the operating environment as perceived by the robot. Where humans are
teleoperating the robot, it may still be able to perceive a highly complex environment and
provide information to the user. For example, a teleoperated surgical robot with sensors
that can detect abnormal cells can guide the surgeon to sites that need attention. A
fully autonomous robot operating in orbit faces few obstacles that are unknown, and
its world is far simpler than that of an autonomous vehicle navigating in a city. Within
this map, TRL criteria can be set for specific use cases and applications. However, this
challenge operates at a more fundamental level and must focus on the development
of methodologies that have the potential to reach high TRL levels with performances
needed in specific applications. It is likely that this work will identify parts of the operating
space where it is possible to use foundation models successfully, and other parts where
new methodologies are required.

The work programme 2021 — 2025 of cluster 4 of the Horizon Europe programme introduced
a number of topics focused on developing novel robotics solutions in strategically
important industrial sectors. However, market adoption of new robotics solutions takes time
— potentially more than a decade — as the learning curve is not simple, and the decision
to invest large amounts of money should be based on a viable concept and process.
Therefore, progress in robotics needs to focus on long term investment in enhancing these
core capabilities while being agnostic to the specific technology used to achieve the
innovation. However, robots represent a significant integration challenge, and capability
that cannot be integrated into a full deployable solution is of little value. In this regard, a
whole systems approach, at least in concept, must accompany novelty; this includes an
understanding of the likely regulatory environment. Advances in design and deployment
tooling are likely to be as valuable as advances in material science that enable wide area
sensing or light weight high power actuators, just as advances in reasoning and perception
are as likely to enhance capabilities as novel physical architectural configurations.

Big ticket actions for advanced robotics should therefore focus on enhancing configurability,
dexterity, autonomy and intractability with a clear focus on functional gains in multiple end
user application areas, while being agnostic to the specific technologies and combinations
of technologies used to achieve the enhancement. Indeed, advances in technology in
general, and certainly in robotics in particular, have primarily occurred when simultaneous
incremental advances in individual technologies have been combined advantageously
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to enhance or create new functions. This work should be supported by function-oriented
benchmarking able to define incremental waypoints in system level capability.

The work programme 2025-27 should support new initiatives from EC such as the European
Chips Act and the Critical Raw Materials Act, which were established in the past three years
in response to world crises and geopolitical conflict. Research, development and deployment
of robotics systems powered by Al and supported by data science should be accelerated to
meet the goals and deadlines set by these new Acts for smart and cognitive manufacturing as
well as increased autonomy and resilience of production through remanufacturing, recycling,
recovery and waste management. Finally, considerable effort should be invested into human-
machine collaboration, ethics, and compliance with EU Al and data act at the service of society.

Today’s robotic systems are severely limited in the applications and tasks they can address
in the real world and there is a significant gap between laboratory demonstrations of
capability and delivered capability at end users. The primary limitations in current deployed
capability centre on four key areas:

Range and Reach: Current robots are unable to reach certain places where work needs to be
done. Quadrupeds can reach most areas of flat land but cannot climb or access small spaces,
and their reach beyond their base is limited. Robot arms typically have limited reach and a limited
load vs reach capability. Many applications require range and reach beyond a few metres.

Dexterity: Current robot dexterity is poor and far below basic human capability. This
significantly limits the ability of robots to carry out complex tasks in human environments.
As a consequence, their application is limited to well-engineered environments with
objects that are adapted to robot grasping or can be lifted with vacuum-based grippers.
The handling of soft materials or highly deformable materials is currently not possible in a
way that is deployable.

Autonomy: Many of today’s deployed robots are teleoperated with short term autonomy;
for example, drones use autonomous control to maintain position and direction but rely on
human control for task motions. Teleoperation often places a high cognitive load on the
operator and requires extensive training and planning. As a consequence, its use is limited
to applications where the use of a robot is the only option, for example in micro-surgery, or
in the repair of nuclear reactors etc.

Interaction: Interactions between robots and their environment and with the people
in the working environment are typically kept to a minimum. Robots typically operate
in cages or in defined areas that are protected from human access. Interactions
with the working environment are often well controlled, either through environmental
engineering or by the nature of the application. For example, a domestic vacuum
cleaning robot operates in a highly variable but well constrained environment;
similarly, agricultural robots operate in well specified environments. Currently
deployed robots cannot operate alone in unstructured and unknown environments.
Other core robot behavior technologies such as perception, planning, reasoning etc. are
partly responsible for the limitations seen in reach, dexterity, autonomy and interaction.
However, no single technical advancement will extend capability in these areas; it requires a
combined approach that develops and exploits novelty and innovation across; design tools,
hardware, integrated behavioral systems and in development and testing methodologies.
In order to progress capability, it is critical to benchmark incremental steps in capability
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that can be allied to specific application oriented functional achievements. Benchmarks
without deployment reference are of little value.

Progress in robotics therefore needs to focus on long term investment in the enhancement
of these core capabilities while being agnostic to the specific technology used to achieve
innovation. However, robots represent a significant integration challenge, and capability
that cannot be integrated into a fully deployable solution is of little value. In this regard, a
whole systems approach, at least in concept, must accompany novelty and this includes
an understanding of the likely regulatory environment. Advances in design and deployment
tooling are likely to be as valuable as advances in material science that enable wide
area sensing or light weight high power actuators. Just as advances in reasoning and
perception are as likely to create a capability enhancement as developments of novel
physical architectural configurations.

Big ticket actions for advanced robotics should therefore focus on enhancing Reach,
Dexterity, Autonomy and Interaction with a clear focus on the functional gain in multiple end
user application areas while being agnostic to the specific technologies and combinations
of technologies used to achieve the enhancement. Advances in technology in general, and
certainly in robotics particularly, have primarily occurred when simultaneous incremental
advances in individual technologies have been combined advantageously to enhance or
create new functions. This work should be supported by function-oriented benchmarking
able to define incremental waypoints in system level capability.

Classically, compliant control allows robots to be guided by the forces applied on them
rather than being programmed to reach predefined positions, enabling them to adjust to
contact with objects or humans. But current force control performances are relatively poor,
differing highly depending on the scale (from micro to macro) and the specific application
requirements (industry, rehabilitation, surgery, exploration, inspection). Soft robots (main
structure and end effectors) have the objective to intrinsically reach the highest standards
of safety and adaptivity to the task and the (fragile or sensitive) environment (including
humans, animals, and objects) thanks to their soft nature: soft robotic systems are generally
lighter weight, and they can be made inherently compliant by design rather than reaching
limited compliance with the use of control software. Moreover, soft robots have the potential
to operate with agility in unstructured settings not a priori designed for robots, and to build
new adaptive multi-purpose intelligent devices.

Nevertheless, current maturity in research and development in this field is rather poor, and
varies significantly depending on the sub-technologies involved in building a robot. There
are still key scientific and technical challenges for robotics research to address before such
robots can perceive and interact efficiently and safely with their environment. Advances in
many research sectors are required: design, manufacturing and control must be improved
to enable the production and use of reliable soft robots, robotic arms and grippers, with
increased force and enhanced reach/access, dexterity/manipulation, autonomy and
interaction capabilities, in real-life applications which are inaccessible to classical robots.
It is therefore necessary to develop new paradigms and design methods for soft robot
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structures. Adaptive or multimodal locomotion capability could be investigated to allow
soft robots to change modes of locomotion (switching from walking to jumping, climbing,
squeezing through narrow passages, etc.). In the future, new paradigms should be found to
give soft robots (partial) self-healing capability.

Recently, new bodies and hardware components enabling soft robots to perceive the world
and act more efficiently have begun to be developed. Steady progress has been made
in the design of new passive and active materials (with specific properties) that led to
several prototypes, including a few commercial products, mainly soft grippers and soft
robotic hands. Proofs of concept of soft actuators have been developed for a considerable
time, but they still have not reached the optimal ratio between light weight and high power
required for some applications. The use of dedicated (soft) sensors also remains limited.
Linked to this, soft connection to the electronics is required, and recent advances in the
soft electronics development field could be better exploited to allow the mass production
of soft robots. As a consequence, the integration of actuators and sensors into complete
soft robots is still far from reaching the industrial level. The potential use of new materials,
as well as adapted fabrication processes, to create novel soft robotics structures should
be studied. Soft robots, as well as new actuators and sensors, could be advantageously
bio-inspired. Dedicated conceptual design methods, eventually combined with automatic
optimal design software and Al tools, could be used to develop novel designs for soft
robots, customised for dedicated applications, thus reducing their cost or their energy
consumption to allow power embedding and energy autonomy.

Soft robots are complex to model. When physical models are lacking or are not sufficiently
accurate, a high number of embedded (or external) sensors may be required to measure
and generate a faithful real-time representation of the robot’s state and its multimodal
interactions with its environment. A trade-off between model-based control and machine
learning or other Al techniques could be appropriate to process the sensing data and
control the soft robot.

Soft robots are promising for the widespread use of safe robots in human interaction
and beyond, because they can also address use-cases with flexible or fragile objects
or environments. Application domains include the main domains already addressed by
classical robots (industry, health, inspection and maintenance, search and rescue, agri-
food etc.) but are expanded to include use-cases regarding performance requirements
that cannot be solved (or are not accessible) by classical robots: specific size (Ieveraging
miniaturisation), modularity, self-configurability, or compliance. They can also be developed
and used for applications requiring powerful yet lightweight robotic devices in hard-to-
reach or difficult-to-access spaces. Efficient and cost-effective solutions are still needed
to equip robots for intervention or manipulation in fragile environments.
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Long-term objectives

today/near term

New robot anatomies
for wide deployment
of robots in human

interaction and beyond.

Safety and
trustworthiness by
design: Novel robot
anatomies have the
potential to impact
on the “hard problem”
by creating inherently
safe systems, partly
by designing robotic
systems with much
lower mass, but also
because they can

be made inherently
compliant, rather
than algorithmically
compliant.

The medium-term objectives
are to explore new materials,
actuators and sensors and
investigate how they can be
used to create novel robotics
structures integrating safety and
trustworthiness by design.

» Establish a range of materials
suited to developing robotic
systems, both as the main
structure and of manipulators
and end effectors, as well as
adapted fabrication processes.
These may encompass passive
and active materials, and
combination materials with
specific properties.

» Develop new paradigms and
design methods for non-rigid
structures and the means to
actuate and sense position
and forces where this may no
longer involve fixed rotational
or linear links.

» Create control methods for
structures built from novel and
soft materials or for structures
that emulate rigid structures
using soft materials.

» |dentify application areas
where these new robots can
have the greatest economic
or societal impact, and
develop experimental designs
for robotic systems able
to demonstrate how this
capability can be achieved.

The long term objectives
are to build robotic
systems using these
novel materials and
prove that they can
provide full lifecycle
reliability and enhance
performance in tasks
that are more difficult

to achieve with current
robotic structures.
Moreover, these new
robots can be a solution
to produce lighter,
simpler (even use-case
specific) and lower cost
robots, while reaching
required capabilities and
performance.
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Areas for progress

Medium-term objectives

Long-term objectives

today/near term

Robots for complex

manipulation and dirty

and dull jobs.

Today we are facing:

» A drastic increase
of waste that will
eventually become
unmanageable by
humans in future

» A Critical Raw
Materials Act calling
for advanced robotics
that can enable
meeting the 2030/2035
goals for materials
recovery, recycling and
processing

» Additive manufacturing
calling for Al-powered
robots that automate
the currently manual
task of post-processing
for a viable and
competitive business

The medium-term objective is to

establish:

» Data spaces that facilitate the
robotisation and automation
of waste management,
material recovery and additive
manufacturing processes

» Perception systems (visual and
non-visual) and Al techniques
that are robust and reliable
to monitor the robotisation
process and capture
anomalies

» Hardware solutions with
powerful, dexterous
manipulation and reliable
tactile sensing capabilities,
combined with a high-
precision control process,
enabling complex manipulation
tasks such as dismantling,
disassembly, sorting,
positioning, and finishing. These
solutions support experiments
on specific use cases selected
by businesses for validation
and proof of concept, including
human robot collaboration

The long-term objective

is to:

» Set up field tests
for demonstration
and piloting new
capabilities

» Elaborate on
optimisation of the
final design for cost-
effective production,
deployment and
maintenance

» Elaborate on wide
deployment of robotics
systems with complex
manipulation into
different industry
sectors (process
industries, additive
manufacturing,
maintenance,
agriculture, healthcare,
textile recycling, etc.)

Robots for performing
logistics and other
assistive tasks in the

healthcare industry.

Today we are facing:

» Increasing demand
for healthcare services
due to the aging
population

» Shortage of trained
staff in healthcare
facilities

Transforming clinical actions

through mobile and modular

robotics

» Lead the transition from labour-
intensive hospital systems to
agile, robotics-augmented
care environments

» Consider systems with the
following requirements: sterile
logistics, patient handling,
and intra-facility navigation,
obstacle avoidance, etc.

Develop specialised

robotics systems for

complex high precision

actions such as surgical

interventions.

» Extend human
capability

» Tissue-aware
manipulation using
multimodal imaging
techniques

@
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Areas for progress Medium-term objectives Long-term objectives

today/near term

» Purpose-built assistive robots
will offer physical support with
daily living activities, enabling
people to stay longer at home
receiving non-invasive care
and only receive high level
intervention in the specialised
clinical centres

» Consider simplicity,
affordability, and adaptability
for high-quality care into
homes

Focus on clinically validated,

certifiable, and mechanically

reliable robotics and boost
translational research via test
facilities.

» Navigation in
dynamic anatomic
environments with
critical structures and
deformation

» Interoperable robotic
ecosystems across the
continuum of care

» Care that is continuous,
decentralised,
and supported by
an ecosystem of
interoperable robotic
systems

» Robotic systems
that are purpose-
based, designed
for diagnostics,
intervention,
rehabilitation and
support for patients
and professionals

» Take into account
standards for
connectivity, control,
and safety, ensuring
seamless collaboration
between robotic
systems, clinicians, and
patients

Focus on sustainable
and trustworthy robotic
platforms

» Develop modular,
sustainable, and
maintainable robotic
platforms that align
with circular economy
principles and clinical
needs

@
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Robot safety could be improved by putting effort not only into software certifications (which
can be very difficult when embedding Al in robot controllers), but also on new mechatronic
(mechanical structures and architecture, actuators, and sensors) developments to obtain
inherently safe robots whose safety certification could therefore become less challenging.
One possible way to achieve inherent safety in robotics is to promote the development of
soft robots.

The remarkable performance of Generative Al in the form of LLM, VLM, etc., is directly derived
from the availability of large amounts of text and images on the internet. In fact, the amount
and structure of data are key to all machine learning technologies. However, robotics
fundamentally lacks an understanding of such data structures, let alone the amount of
data which will be needed for the development of such advancements. This remains a
major bottleneck to implementing, experimenting and developing an understanding of the
usefulness of Al in robotics. Initiating European efforts in the development of such datasets
is an important step towards Al enabled robotics.

A number of exciting and promising IT technologies have failed to deliver in the past due
to high demands for infrastructure and energy. The use of Generative Al places stringent
demands on computational power and energy to compute multilayered AANs, which
may not be scalable or may become commercially too expensive to spark the promised
explosive surge of innovation.

Moreover, robotic energetic autonomy (particularly for field applications, but not exclusively)
remains poor, and could benefitfrom new and specialised mechatronic design architectures
optimised to reduce energy consumption,both in use and during manufacturing. This
can be improved for classical robots but is expected to have more impact on the next
generation of soft robots.

Search and rescue

New generation robots will be increasingly required for responses during natural and
man-made disasters (climate change and international crises), like for people rescue,
decommissioning of industrial sites, or for inspection and maintenance of infrastructures
after the disaster.
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Embodied Al

Cognitive algorithms
coupled to a body

Learning, perception,
decision-making via
embodiment
Requires a body (real
or simulated)

Software, world
models, adaptive
control loops

Reinforcement
learning, sim-to-real
transfer, morphology-
aware control

Zero-shot sim-to-real
locomotion for legged
robots

Physical Al

Al-enabled artifacts, robots,
and smart materials

Training & embedding Al
directly in physical form

Requires Al methods &
physics-based substrates
Digital-twin simulation,
synthetic 3-D data, on-
device inference

Physics-guided generative
models, distributed sensing,
neuromorphic/ASIC
inference

Shape-morphing
composites trained in
simulation

Jra
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Embodied Robotic System

Robot hardware plus
basic compute

Mechanical design,
kinematics, sensor/
actuator layout

Can run fixed control as
no advanced Al needed

Chassis, motors, sensors,
power, CPUs/MCUs

Classical control, PLC
control, ROS nodes

Industrial SCARA arm
executing scripted pick-
and-place

Looking ahead to 2026-27 and beyond, incremental improvements in stronger actuators
or lighter frames will still matter, but the biggest capability gains are likely to come from:

» scalable world-model pre-training that distills vast multimodal experience into
transferable priors,

» on-board adaptation that exploits each robot’'s unique morphology in real time; and

» maturing physical-Al materials whose embedded sensing, actuation, and compute
internalise portions of the control loop.

In this emerging era, the robot body serves as a flexible substrate whose value grows with
the sophistication of the cognition and “intelligent matter” it hosts.
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3.2.5 Big ticket #5: ADR Technology for the sciences

Science and innovation are at the heart of European prosperity. Europe was the crucible for
the development of scientific methods in the 17" century. Today, it is home to a rich variety
of world-leading scientific institutes, supported by a world-leading science tools industry.

Scientific progress plays a vital role in delivering major European policy agendas on health,
the environment, energy, and more, creating a pressing need for advances in research
and innovation. However, many of these areas of need are also characterised by complex
socio-technical systems, whose analysis requires novel interdisciplinary approaches to
analysing data. At the same time, the volume and complexity of science itself is growing,
raising questions about slowing productivity [ref OECD]. By helping make sense of this
complexity, research and innovation may be one of the most important areas where Al
could enhance societal wellbeing.

Ground-breaking advances from systems such as AlphaFold signal the potential of Al
in science. Beyond such flagship initiatives, researchers across disciplines and from
across academia and industry are finding new ways of applying Al to enhance their work.
Examples have been reported from the observational sciences (such as astronomy) and
experimental sciences (such as chemistry) and extend into system sciences (such as
ecology, immunology, climate), engineering sciences, the arts and humanities.

Advances in a range of ADR technologies offer the prospect of further progress in the use
of Al for research and innovation. These technologies touch on all steps in the scientific
method: originating a hypothesis, devising an experiment, running a simulation, preparing
an experimental protocol, running experiments, analysis and interpretation of results.

Uses of ADR technologies: There has been some progress in many parts of this process.
Knowledge graphs and Bayesian methods have proved very useful.2° Deep neural networks
have been shown to be powerful but retain some limitations81 and some ontologies have
been defined.82 Generative Al is being applied widely, with LLMs providing a new tool for
scientific activities such as literature synthesis, formalising knowledge and coding. These
have been evolving into multiagent-based agentic Al;, specific products have been
proposed by existing market players (Microsoft’s Discovery), though some early attempts
have had to be withdrawn (Galactica).

Data and corpora: The scientific community already curates datasets of impressive size,
detail and quality,®® whether in earth observation or mapping the properties of complex
biomolecules, thanks to public investments in infrastructure such as satellites, DNA
databases and synchrotrons.
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The availability of these resources has been foundational in building e.g. climate models.
The success of AlphaFold by DeepMind, which contributed substantially to solving the long-
recognised protein sequence-structure problem, relied heavily on such publicly funded
datasets.

Al driven labs: Large-scale experimental facilities such as high throughput screening
(HTS) and high content screening (HCS) are already well established for drug screening
in the pharmaceutical industry, and are joined by concepts such as high throughput
experimentation (HTE) in chemistry. Where lab work requires specialised materials,
biofoundries (for biological material) and 3D printing facilities (for tooling) can be useful.

While these have remained relatively modest in scope, combining them with Al engines at
the analysis and planning steps permits automation of the entire DMTA (design-make-test-
analyse) cycle in so-called self-driving laboratories. Experimental Al scientist systems can
originate hypotheses and run experiments,® and many sites across Europe have reported
establishing such self-driving labs with support from national programmes?®® and a small
number of EU projects.®® These facilities have focused on a wide range of subject areas,
mostly in the materials and biological sciences. What has been missing is an overarching
vision and strategic support at the European level.

Investments to support the use of ADR for scientific discovery are increasing across the
world. For example, some estimates suggest the US Department of Energy is spending $1Bn
per year in this area and Canada is spending $200M. While Europe benefits from a strong
academic legacy, investment in this area will be necessary to maintain its position.

In 2022, the EU produced a fifth of the top 10% of global scientific publications. However, by
some measures, the productivity of science has been declining.?” ADR technologies offer an
opportunity to supercharge scientific discovery and enhance European leadership in this
vital area. The use of ADR for research and innovation is increasing. Some suggest that Al
for science papers accounted for over 60% of Al publications in 20218

Indeed, science is particularly well-suited for the application of Al since it has a well-defined
scope and is honest—in the sense that the systems under study do not exhibit agency
due to being observed, in contrast to many consumer and business applications. However,
there remain many challenges. Lack of access to high-quality ADR tools, skills and talent,
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and research enablers all present barriers to its wider uptake. In response, next-generation
ADR capabilities, new Al tools, mechanisms for knowledge sharing, and responsible and
open research practices are all needed to create Al tools that are suitable for research and
to promote their uptake.

Building Al capabilities to facilitate scientific research: More work is needed to provide
enhanced theory and methods; in particular, foundation models specifically for science
must be developed. These could be advantageous compared to current foundation models,
which are trained on an unfocussed body of multi-lingual data, including sources such as
blogs and discussion groups that do not well represent scientific knowledge and debate.

Progress is also needed to achieve a broader range of learning paradigms (neural network,
federated, transfer), enhanced methods for logical inference (abduction or induction),

automated reasoning (Bayesian, causal), and methods for multimodal data analysis
(across natural language, dynamic, spatio-temporal, noisy and synthetic data).

Mathematics remains the standard method through which to express scientific knowledge.
While there has been significant progress in automated theorem provers and in proof
assistants, a deep understanding of mathematics within Al still appears to be missing.

There is also a need to embed domain knowledge (physical rules of an appropriate level,
be it classical, probabilistic, quantum, heuristic, etc.) and to create domain-agnostic
(or domain-embedded/specific) models for work in biology, materials, math and social
sciences.

Data, corpora and derived models: While many scientific datasets exist, their availability,
coverage and quality can be variable, which limits an Al's capabilities. Much valuable
information is available via open access literature, preprint servers and patents. Other
sources such as textbooks, grey literature, and archival journals may not be open access
even if they are accessible. Data may be unlabeled, unstructured and of uncertain origin,
so it is important to track provenance, rights and open science practices and mandates.

Existing data sets also have biases that may be well-recognised; for example, large
population genomic datasets remain only selectively representative, limiting the generality
of the models and range of feasible enquiries.®? In many cases, the required data simply does
not exist and may have to be generated de novo, using appropriate data types, formats,
metadata and annotation and supported by suitable ontologies and interoperability
standards. Al-powered automated methods and labs will likely play an important role in
achieving this cost-effectively and with high reproducibility.

One important category of derived model is the digital twin, which can support simulations.
Although this can be useful for prediction and tracking an external reality, it may not have
the properties needed for verification of hypotheses, and other forms may also be needed.

Addressing the data challenge must link to other EU initiatives such as the EOSC®*° and health
data space, the NFDI etc and address important aspects such as the lifecycle management,
infrastructure, governance and access rights (see BT#3).

Human machine and agent collaboration: Suitable Al-based laboratory assistants would
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be invaluable in supporting many research activities. Creating such intelligent assistants
would require an extension of existing computational tools. Advanced natural language
capability would enable them to read and understand the literature and mine datasets,
generate hypotheses and write texts (papers, reports and summaries) for discussion,
debate, review and comment. They could also generate experimental plans, lab protocols
and scripting using active learning (RL, GA, other) and sharable ontologies (EXACT, ORA,
etc.). This would help in driving lab automation, defining and designing materials (linking
to facilities such as biofoundries, 3D printing, etc.), performing some of the more tedious
practical lab tasks such as placement of controls,? risk analysis, documentation and linking
to data capture tools (ELN, LIMS, etc.), and preserving the metadata that is so often lost.?
As well as the ability to probe systems under study and analyse experimental data, these
artificial assistants would need to work effectively alongside human users. This requires
advanced communication skills to enable interaction with humans and other agents in the
ecosystem?®

Creating and sharing effective software tools: High quality research software is vital to
ensure both the quality of scientific outputs from ADR systems and their wider usability. It
plays an important role in facilitating the reproducibility of research and in contributing to
an environment of open science, applying principles such as FAIR.** The methods developed
need to be made available and deployed as tools that are scalable, with mechanisms to
support sharing, adoption, diffusion, support and maintenance in a sustainable manner.
Models enabling value capture for methods, data and other models need to be further
developed.

Tools to supportlaboratory automation: While many existing datasets have been collected
using largely manual methods, some specialised facilities provide highly automated
services for specialised tasks such as screening molecules for biological activity.®
Improved automation could play an important role in expanding the range, size and quality
of the datasets needed to build models. Validating scientific hypotheses also requires lab
facilities. This process would benefit from greater automation and has formed the basis
for the many self-driving labs now emerging®® but there remain bottlenecks in terms of
throughput and, in some cases, the quality of data.

This problem would be greatly eased by improved Al-enabled lab tools across the workflow.
Existing industrial robots are typically positioned for dull, dirty and dangerous tasks, but in
the lab delicate and data-rich tasks are required.?’ The industry produces excellent tools for
handling liquids in lab and clinical diagnostics; for example, Europe produces most blood
testing systems®. However, many tasks have proved hard to automate. The handling of
materials such as powders, for instance, remains largely underaddressed. New concepts
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in laboratory robotics (such as soft robotics and traceable robotics®) could be enablers.
Furthermore, the process of lab digitalisation has been slow, although the connectivity
of lab instruments and robotics is being addressed thanks to emerging interoperability
standards'®®, open data formats (FAIR™) and suitable ontologies.

In many cases the samples of interest (for data collection and for carrying out experiments)
are too large, too remote or too valuable to transport into the lab. This problem is largely
limited to some space missions, but is increasingly relevant in marine science when
monitoring key species and interactions'®? particularly as 70% of the earth’s surface and
perhaps 90% of the liveable space remains under-explored'®. Mobile robotic labs that can
go to where the action is and autonomously sample and probe over extended time and
space would play an important role in this future exploration process (see BT#4).

Empowering researchers to use ADR in their science: Delivering a step-change in scientific
productivity through the use of Al will require widespread adoption and use of Al tools across
research in both academia and industry. This in turn will fuel the demand for mechanisms
that support interdisciplinary or cross-organisational collaboration, upskilling, and access
to Al knowledge, which will help domain researchers find and make use of Al tools that are
appropriate for their needs. This can include training and supporting individuals, teams,
organisations and sectors across industry, academia and civil society, and showcasing
innovations and transfer into practice.

Coordination, collaboration and cross-fertilisation: Advances in understanding and
addressing major societal challenges require expertise and methodology across multiple
existing disciplines. The tools required for the necessary cross-disciplinary collaboration
do not yet exist, and Al methods capable of translating across domains and supporting
collaboration between expert teams are needed.

At the same time, similarities between the processes deployed for research and those
deployed for development and innovation—which involve sequential decision-making in
complex systems—mean that many Al-for-science methods could be rapidly repurposed
for innovation in product development across sectors, which would require mechanisms to
support the wider use of such methods.

Progress also requires creating a vibrant interdisciplinary community where domain research
and ADR innovations are brought together to enhance scientific discovery, building a cross-
domain community of stakeholders involved in the co-creation of tools to ensure that they
remain effective, safe and integrated into evolving research practices. Effort should also be
made to extend the range of disciplines benefiting from this work to include the arts and
humanities and emerging scientific disciplines such as regulatory science (see BT#6).

Identifying well-defined challenges to motivate the field is similar to the protein sequence-
structure problem addressed by AlphaFold. The Nobel Turing Grand Challenge (NTC™*
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aims to develop “Al systems capable of making Nobel-quality scientific discoveries highly
autonomously at a level comparable, and possibly superior, to the best human scientists
by 2050". Progress towards this challenge will unleash the deep potential of Al to search
for and discover the fundamental structure of our world, and could potentially transform
the world through accelerated technological development, but many details remain to be
fleshed out.

Infrastructure: Access to the appropriate infrastructure is essential to attaining the potential
of ADR technology for the sciences. This includes access to suitable HPC with sufficiently high
bandwidth and low latency communication, as well as suitable data spaces. It also relies
on access to suitable laboratory facilities both to collect the missing real-world datasets
and to test hypotheses all at sufficient speed and quality.

Ensuring responsible research and innovation: Responsible research and innovation (RRI)
practices are necessary to ensure ADR is used safely and effectively across the sciences.
Europe has been a leader in the field of RRI, creating frameworks to support researchers
looking to better understand the design of their studies, the implications of their work,
and how its outputs and methods can be aligned with diverse societal interests. This
includes improving stakeholder involvement in the co-creation of methods that respect
established rights'®® and ensuring protection against unintended consequences, such as
the development of new molecules with enhanced toxicity.

Scientists are naturally skeptical and will need time to build confidence in the trustworthiness
of use of Al systems. With Al offering a tool that allows new uses of data and the generation
of new insights across disciplines, wider adoption of RRI approaches will be necessary to
ensure good governance and compliance with expectations of privacy and security around
subjects such as sensitive medical data.

Applications of social and economic significance and potential impact

Science has profoundly impacted our understanding of the world. ADR technologies offer
an opportunity to accelerate scientific discovery, enhancing European leadership in vital
areas such as healthcare and cancer research, energy, agriculture and food insecurity,
sustainable production (alternative raw materials to sidestep reliance on critical minerals,
the bioeconomy, and recycling) as well as the environment, cultural heritage, and more.
Europe’s broad talent base across diverse scientific research domains means that it is well-
positioned to benefit from widespread application of Al in science in the following ways:

Impact on society: The main gain of Al for science will be an increase in human knowledge
as a societal good capable of being shared internationally. The development of evidence-
based personalised digital twins would transform healthcare for individuals throughout
their lives, allowing interventions to be modelled, to the benefit of all citizens. The resulting
insights will also provide new ways of understanding climate change and the natural
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environment as well as Europe’s rich cultural heritage, and, ultimately, our own perception
of ourselves.

Impact on end user industries: The insights gained from the application of ADR
technologies are likely to accelerate innovation. Already, the internal units of large
corporations are exploring these opportunities. This will lead to new ways of solving
problems, novel industrial materials, consumer products and services across
different value chains, keeping innovation in Europe and creating new high value jobs.
Impact on the research tools sector: Europe has a world-leading position in laboratory
tools,°® with an existing innovation ecosystem, but is still poorly digitalised and yet to fully
exploit advances in Al [ref]. The application of ADR technologies for science is already
leading to the first new companies providing software and hardware tools, embedded
services and developing their own IP [ref].

Impact on ADR technologies: Success in addressing the challenges in science will feed
back into Al research, thanks to the availability of vast high-quality datasets and the
impetus to push the boundaries of ADR technologies and communicate the outcomes in
a free and open manner, independent of commercial interests. This can provide a shining
example of the use of Al and robotics in a way that does not threaten people’s jobs, privacy
or autonomy.

Roadmap

A research agenda requires advances in ADR theories, methods, and approaches to deliver
powerful analytical tools that can analyse complex systems, leveraging both data-driven
and domain knowledge across the sciences.

Areas that can help deliver these advances are summarised in the table below, with the
following potential cross-linkages between the other Big Ticket items:

» Foundational Al models (BT#1) across types of learning, modelling, inference and
reasoning including causal Al, multi-modality and domains, communication and
collaboration between human-agents-other systems

» Trust and compliance (BT#2, BT#6) for systems that are IPR-sensitive and regulation-
aware to allow knowledge sharing in industry, respect content creator/owner rights,
ensure reproducibility and transparency (BT#6), and avoid ethics dumping during data
cleaning

» Data and models (BT#3) with clear access rights

» Digital twins at different levels (cell processes, organisms and populations (BT#2),
production processes) that allow embedding of domain knowledge
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» Robotics (BT#4) for manipulation, especially non-contact, embedded sensing, soft
robotics, autonomous field robotics, which are more agile and have a higher sampling
rate (100 vs 1Hz)

Areas for progress Near- Long-term outcomes

‘ Medium-term goals

term
Enhanced Al theory and Technically advanced | Safe and effective ADR
methods and trustworthy ADR for|technologies for research

»

»

»

»

»

»

»

»

»

Enhanced methods

for logical inference
(abduction or induction),
and automated
reasoning (Bayesian,
causal)

Foundation models and
generative Al for science;
Methods able to embed
domain knowledge (laws,
heuristics)

Tools to support lifecycle
management of
corpora, annotation and
ontologies

Tools to support
simulations (digital twins,
other)

methods for multimodal
data analysis (spatio-
temporal, dynamic,
Natural Language);
Natural language

tools able to ingest
literature and generate
hypotheses, summaries,
plans and code

Tools to drive lab
automation (devise
experiments, generate
protocols, execute)

Lab robotics (non-
contact solids and
manipulation of powders,
as sources of data,
autonomy, soft robots)

science tools, methods, and
approaches that:

» Extract insights from data
by integrating different data
types, building simulations,
and deploying new learning
and reasoning strategies

» Bridge data-driven and
domain knowledge, through
integration of domain
knowledge and causal
understandings

» Support explainability and
interpretability of their
findings

Collaborative ADR research
assistants that support human
decision-making by:

» Identifying and responding
to goals of human
researchers

» Communicating the
results of analysis and let
researchers interpret results

» Interfacing effectively with
different users or systems,
processes

Establishing well-defined
grand challenges to
motive the field to delivery
applications of social and
scientific impact

and innovation that are
technically advanced,
reliable in deployment,
and used responsibly
across user communities

Accelerated progress
towards addressing grand
challenges, through the
effective deployment

of Al for research and
innovation and evidence
thereof

A vibrant, interdisciplinary
community using Al for
innovation, and in turn
feeding insights from the
use of Al into the design
of next-generation Al
methods
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Areas for progress Near- Medium-term goals Long-term outcomes
term

Next generation ADR An enabling environment in

technologies (see Big ADR for science that transfers

Ticket#1) such as: tools and practices across

» Improved learning domains

paradigms (neural
network, federated,
transfer, etc.)

» Collaborative Al including
multi/human/robot
agents

» Human-centric Al

» User interface design

Wider uptake of these

technologies can be

supported through:

» Access to tools, data,
computation and storage

» Opportunities for
researchers to gain skills in

Al
Interdisciplinary » Forums to build connections
collaborations to develop between domain and Al
novel ADR for science researchers
research agendas » Mechanisms to attract
in focused domains and develop talent across
and cross-sectoral technologies and disciplines

collaborations to deploy
Al for innovation tools in
industry

RRI processes for
responsible research
and innovation in ADR for
science

3.2.6 Big ticket #6: Research, innovation, and tools
for compliance

State of the art

To enable companies and organisations to comply with the new regulations being rolled
out, significant efforts are needed to lower the thresholds and simplify doing the right
thing. This means there is a major need for innovative tools for compliance. The scope
of compliance includes general aspects like trust, privacy, IPR, ethics, and environmental
aspects, but also sector-specific rules and regulations.

In recent years, the EU has brought in a wide range of laws and regulations that impact
ICT and the digital sphere. While some of these, such as the Digital Service Act and Digital
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Market Act, only apply to the largest (and mostly non-EU) digital platforms, others are of
specific concern for European enterprises innovating in the ADR space. To support the
latter’'s integration of compliance practices into product development and deployment
practices, the focus should be on two groups of regulations. The first spans the compliance
requirements of the Al Act and its interaction with both horizontal regulations, specifically
GDPR, the Cyber Security Act and the Data Act, and relevant sectoral regulation, for example
the Machinery Regulation and the Medical Devices regulation. The second focuses on how
regulation that is supportive of public-private partnerships around data sharing and public
procurement of digital products can be leveraged to accelerate regulatory learning across
value chains and for pooling data assets in support of compliant forms of ADR innovation.
This is a very active areq, with many ongoing activities.

Data protection is a well-established area and is receiving additional attention as new
complexities emerge around the use of personal data in training and using Al. The BDVA has
summarised the current prominent topics in data protection via its “CURRENT HOT TOPICS IN
DATA PROTECTION” position paper.®” Open, machine readable meta-data vocabularies for
GDPR are under ongoing development in the W3C Data Protection and Privacy Vocabulary
and Control Community'®® This was based on research from several EU funded projects
including SPECIAL (No. 731601), TRAPEZE (No. 883464) and PROTECT (No. 813497) and has
seen multiple implementations in other projects and products, and as standards at ISO/IEC
SC27 TS 27560109 and IEEE P7012110.

Research on trustworthy, ethical or responsible Al underpins many of the current practices
that are under consideration for risk management and the protection of health, safety
and fundamental rights under the Al Act. These include the Al Trust Alliance initiative™ for
an Al trust label, which is a joint collaboration between VDESPEC, Positive Al, Confiance.
ai and IEEE; the BDVA ETAMI™ task force aimed at creating processes and tools to enable
ethical, trustworthy and legal Al; and the TAILOR project (Trustworthy Al based on Learning,
Optimisation and Reasoning). Some relevant publications resulting from this work are the
Strategic Research and Innovation Roadmap™ vl, the Handbook for Trustworthy Al™ and the
OECD catalogue'™ of tools and metrics for trustworthy Al. AppliedAl' is also driving an effort
to pull in tools (such as model cards) to automate the use of trustworthiness standards
during the development process.

Al standards are under active development in support of regulatory compliance: CEN-
CENELEC JTC21 addresses a range of standards related to compliance with the Al Act,
including an initial set of 10 requested by the EC as candidate harmonised standards,
compliance to which may offer a presumption of conformity under the Act, and other
related standards, including WG4 on Al Trustworthiness Characterisation, and others on
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professional competencies in Al ethics. WGI of JTC2], with EC support, offers a collection
of public resources related to JTC21 standardisation" including a periodic inclusivity
newsletter' ISO/IEC JTC1 SC42 Artificial Intelligence has been developing international
standards for Al since 2018. Several of these have been converted to European Standards
in support of the JTC21 effort. One of the ten harmonised standards requested by the EC,
focused on Al logging, is being developed in SC42 in collaboration with JTC2I.

Otherlegalcomplianceresearchlookstoincrease the availability of domain-specificlanguages
like FLINT": these formalise norms and regulations and make them actionable for computer
systems. Intellectual property is an issue for Generative Al'*° but it is also a compliance issue.
Legal validity of training data and compliance with IPR licenses should be demonstrable.

Security issues related to Al need to be addressed under the Al Act, GDPR and the Cyber
Resilience Act. They are being addressed in a number of new initiatives: cyber threats are
mapped out by the Atlas initiative™?, Open Worldwide Application Security Project (OWASP)
initiative, which lists projects that support handling Al cyberthreats'”?, the ELSA Strategic
Research Agenda, which reports on Secure and Safe Al', and the OASIS Open forum, which
is hosting the Coalition for Secure Al ecosystem.?* NIST also addresses Al security and
resilience research™® and provides a taxonomy of threats and mitigations', and ENISA has
surveyed standardisation projects in the area'?’.

The certification or labelling of Al trustworthiness by third parties can build upon existing
sectoral approaches, but as a horizontal technology broadly applied across sectors, Al
can benefit from tailorable horizontal measures for verifying trustworthiness. However,
trustworthiness of Al applications is a multidimensional concept, related to formal
verification, user perception and competency levels of those wishing to be trusted. The
challenge is to establish metrics and labels for trustworthiness that are relevant and useful:
to identify the key attributes of trust relevant for a specific Al application and define the
method to measure compliance with those attributes in a unified aggregate confidence
score. Another challenge lies in defining (domain-specific) thresholds for these metrics
and attributes that establish a tangible and objective boundary between conforming and
non-conforming Al systems. A related challenge surrounds the public understanding of
trustworthiness, as the relation between official labels, measures of trustworthiness, and
the actual trust that end users and the audience assign to Al systems is not straightforward.
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Many PET applications are implemented as point solutions. When the adoption of PETs
increases, the resulting vendor lock-in may hamper further adoption. Interoperability of
PETs, for instance in the context of data spaces, is therefore fundamental. Furthermore,
many PET solutions are hand-crafted, based on a manual assessment of information
requirements. An automated procedure or method to analyse the leakage threats and
‘compile’ a suitable set of PET functionalities does not exist. It is also challenging to define
suitable metrics and norms for compliance with a single legal framework (e.g. data
protection and privacy, IPR, competition law, ecodesign/environmental, Al regulation, etc.)
and moreover for compliance with combined legal frameworks (e.g. in the context of data
sharing, data spaces, product and technology development and related supply chains).
Compliance should be created and assessed/measured depending on the TRL level of the
developments, while also realising the benefits of a privacy/data-protection/ethics-by-
design approach and exploring the role of risk assessment in combined legal frameworks.
Finally, a related hurdle is the user perception of privacy, which influences both the user’s
behaviour and the user’s trust in the system. This interaction is not yet well understood.

Although legislation exists to avoid unethical behaviour, socially and environmentally
unsustainable practices, and misuse of personal data, many end users still blindly accept
the Terms & Conditions of services when the offered advantages are attractive, without
verifying compliance with this legislation. The challenge is to create business models that
derive their value from an ethical approach, sustainable practices, and privacy awareness,
rather than winner-takes-all data collection, the use of underpaid “clickworkers” outside
the EU, and large environmental footprints. More investment is required in understanding
and explaining unsustainable practices and their impacts, but also to support innovative
practices that have more sustainable outcomes.

The existing framework for product regulation in the EU, which is now extended by the Al
Act to high-risk Al systems, assumes a stable product design that can be certified through
pre-market verification testing. This ensures certification remains valid as the system is
deployed into the market. However, Al systems that adapt to new inputs or situations may
quickly start operating outside their originally designed bounds, leading to decreased
performance and trustworthiness, and may trigger compliance issues for customers, as
well as costly re-certification. There is a need for incremental and evolutionary qualification,
as there is no strict separation between the design and operational phases of dynamic Al
algorithms. Qualification cannot be a separate, stand-alone, after-the-fact activity on final
products because of the continuous evolution of the system and its environment. Data
quality, filtering and availability are related challenges in complex data value chains. There
is a need for new tools to screen incoming ‘data products’ for legal provenance, quality,
and reproducibility.

A key challenge is facilitating automated compliance with the legislation applicable to the
design, development, testing, and overall engineering life cycle of ADR systems, and defining
how models and architectures can support compliance and the encoding of legislation.
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Compliance for complex systems, including complex supply chains, the portability of
systems, and post-market surveillance, are significant challenges that involve analysing
systems, data value chains, data spaces, and federated platforms.

The origin of training data for Al models must be transparent, both for legal (IPR) and morall
reasons, as well as reasons of trustworthiness. The challenge is how to store and process
provenance information, including the right to be forgotten (‘unlearning’ of data). Rectifying
or removing data from learned models can be a requirement from a compliance point
of view. A related challenge is the possibility that sensitive training data may appear in
Generative Al systems. Care must be taken when fine-tuning an Al model to a specific task
with sensitive/non-public data to ensure sensitive information is not memorised. Equally,
just because an Al model is trained on public data does not mean it is prevented from
learning sensitive attributes of an individual. Care must therefore be taken that a model
cannot collate public information to come to sensitive conclusions about individuals that
would be difﬁcult/impossible for a human to reach. These concerns require collaborative
exchange and management of provenance metadata along the entire Al value chain to
include the source of the data used to train, validate and test Al.

Al systems and components have become increasingly pervasive in our IT landscape,
making them part of the attack surface for adversaries. In order to ensure reliable and
resilient infrastructure, ecosystems, and products, we need to ensure that cybersecurity
concerns are an integral part of research, innovations, and deployment. At the same time,
there are distinct attacks and Al-induced risks for which threat and risk models need to be
established, and defenses need to be developed, while Al-enable and integrated systems
need to meet cybersecurity standards. Furthermore, aspects of systemic risk, including
cybersecurity capabilities and loss of control, need to be researched and mitigated.

As Al systems become more complex, their trustworthiness may become opaque for
designers, professional users, end-users and the public. Both technical and perceptual
aspects of trustworthiness are relevant. Attention must be paid to the avoidance of over-
trust and under-trust: both are dangerous. The goal is to design an adaptable labelling
system for trustworthy Al systems that is based on quantifiable metrics, and to verify the
feasibility of such a system in a domain where trustworthiness of Al systems is important.
For Al systems that adapt in deployment, such verification must be conducted on an
ongoing basis post deployment, so high levels of testing automation and active compliance
reporting are required.

Since requirements and regulations will change frequently over time, there is a need to
minimise manual effort to establish the compliance of systems. Different Al applications
have different trust attributes; therefore, an automated characterisation of the relevant
ones, including an assessment of their values, will be needed. Different regulatory learning



Adra Strategic Research, Innovation, and Deployment Agenda 2025-2027 e Alm
Association

activities such as regulatory sandboxes, testing in real-world conditions and Testing and
Experimentation Facilities (TEF) should be able to make use of, and contribute to, common
information resources such as benchmarks, risk and mitigation patterns and testing
protocols using either FAIR open data resources or controlled access shared data spaces'®.

The goal is to create a ‘compliance by design’ approach that enables the design of ADR
systems in which compliance is baked in so thatitis enforced ex ante. This approach defines
and demonstrates a system that can express compliance requirements in a formal model,
enabling the post hoc automated assessment of the system'’s behaviour and features during
the whole life-cycle of the application. The compliance by design ADR system should also
be able to handle changing legal requirements (evolutionary compliance). Demonstration
of these compliance concepts should be prioritised in areas where the handling of personal
or sensitive data is a major concern, such as the health domain, and/or where domain-
specific norms and regulations are in place for mission critical automated systems, such
as manufacturing or mobility.

ADR systems should be specified and procured/designed to ensure trustworthy behaviour
in operation. Trustworthy in this case is not only ‘compliant with regulations’ (such as Al
Act and GDPR, including PETs), but also to be compliant with the organisation’s norms and
values. The deployment of ADR systems to support products or services should be monitored
and updated when circumstances change, in order to maintain the trustworthy operation
of these systems. The goal is life-cycle management of Al systems that ensure trustworthy
and privacy-aware operations for businesses. This includes the ability for data holders to
exert control over their data and/or to monetise it, which makes transparency attractive
from the side of the service provider, and encourages services that do not rely on tracking
of user behaviour but that offer content and user-centric advertising. The approach should
support the interoperability and standardisation of PETs and be demonstrated in domains
where end-user trust and acceptance are important.

ADR systems must be trained on demonstrably IPR-compliant curated data sets. These
data products can also be created from digital twins. ADR systems that are based on
(large) sets of training data should also be able to handle the provenance of the training
data in an appropriate way. The system should also be able to update the model when IPR
or other aspects of the training data prevent parts of the data from being used.

Experimental regulation, exemplified by initiatives like regulatory sandboxes, which could
be associated with Al testing and experimentation facilities (TEFs), is crucial for nurturing
innovation, especially among SMEs. These frameworks provide SMEs with a controlled
environment to test new ideas, products, or services, offering flexibility without the risk of
severe repercussions. It also presents a valuable perspective for the regulators of cutting-
edge technologies, combined with the opportunity to ensure compliance by design for the
participants.
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By mitigating compliance burdens during the testing phase, regulatory sandboxes
accelerate the development of cutting-edge solutions, empowering SMEs to explore
uncharted territories. These initiatives foster a dynamic exchange of ideas between
businesses, regulators, and stakeholders, contributing to a culture of continuous learning
and collaboration. However, the lack of scale for these types of innovation facilitators poses a
significant challenge that requires appropriate solutions such as digital sandboxes or large-
scale testing facilities. TEFs can provide access to both physical and virtual infrastructures,
enabling the large-scale testing of Al-based systems under realistic conditions. It also
facilitates engagement with end-users and stakeholders, supporting comprehensive
conformity assessment and enhancing the overall reliability and trustworthiness of Al
solutions. A key challenge is how to define sustainable business models for TEF, and at the
same time, promote open access to these infrastructures.

Thereis along history in cybersecurity on risk and threat modelling—which are unfortunately
often employed too late or only as an afterthought in practice. Al and ML are prone to falling
into the same habit if decisive action is not taken to carry over lessons, methodology, and
insights from cybersecurity that take a systems approach, accompanying the whole life
cycle in an MLTrustOps fashion. Beyond the translational aspect, the field of Al Security
needs to be developed, and effective means of making Al or hybrid systems more secure,
resilient, and reliable must be built. Beyond evaluation, testing, red teaming approaches,
methods with guarantees and with a by-design security paradigm should be favoured.
In addition, Al and GenAl technology should be leveraged for cybersecurity, defence and
resilience — potentially also to offset the anticipated empowerment of adversaries by Al.

Solutions should enhance the quality of Al-based products and services in terms of trust,
privacy, and security; specifically, they should augment consumer trust and acceptance
in EU products while guaranteeing ethical products that preserve the rights of EU citizens,
decrease the number of data leaks, and address citizens’ privacy concerns. The costs of
compliance, including auditing, should fall as a result of these solutions. The compliance
or qualification assessments of products should also be accelerated, so that the time-to-
market of innovative Al-based products and services is reduced, whilst still being compliant
with applicable regulations.

We must create a setup where transparency and compliance in Al systems is by design. This
can only be reached by consistent adaptation of processes in Al research, development,
and deployment. Indeed, the whole value chain needs to be addressed and aligned to
reach this goal. Many of the necessary actions to obtain this are clear and established
as today'’s best practices. Such requirements include software documentation practices;
training and validation methods; and so on. At the same time, there is a lack of knowledge
and best practices in some key areas, such as data documentation methods; Al life cycles
models; human oversight at scale; and monitoring. Additionally, auditing approaches are
not yet validated and accepted. Regulatory sandboxing and TEF-focused approaches
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must be developed to strengthen research in this area. Furthermore, there is potential for
widespread diversification of such regulatory learning activities across member states as
well as at the EU level. Therefore, efficient and transparent mechanisms are needed for
the timely sharing, analysis and comparison of outcomes of different regulatory learning
experiences so that ongoing revision of the various codes, regulations, guidelines and
standards are grounded in a shared but contextualised base of evidence.

Taking the Al Act as an example, the sharing of compliance resources and knowledge
requires the engagement of value chain actors, affected stakeholders protected under the
Act, and a complex array of oversight authorities. These actors then need to engage in
different regulatory activities that may be relevant to specific types of Al systems defined
in the Act, and where compliance may involve different sets of protections. Efficient and
transparent coordination of these myriad activities can be supported by locating them in
a common parameterised regulatory learning space. The most direct areas to note are
those that are already laid down in horizontal regulations, such as GDPR, the Al Act and
the Cyber-Resilience Act. There are still considerable challenges around these in terms of
standardisation and adoption, but the starting points are relatively clear. The first steps in
these areas may become visible quite soon; domain-specific compliance applications are
a special case.

The area of compliance that will take more time to develop revolves around aspects like
trustworthiness, environmental aspects and general ethical considerations. While a lot of
work has already been done to codify these aspects, no clear best practice or standardised
approach has emerged yet. The first steps here will be to establish metrics, definitions, and
standards before compliant ADR systems can be created in an effective way. Methodology
is also important to support these developments. The concept ‘compliance by design’
must be elaborated, alongside efforts to dynamically update systems and to embed them
in business models.
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Short-, medium-, and long-term objectives

Areas for progress
today/near term

»

»

»

»

»

»

Evaluate landscape of
tools and approaches
for compliant ADR
systems:

enterprise, IT

& solutions
architecture models
for ADR systems
life-cycle models for
Al

Data and Al
documentation
methods

Al oversight and

risk management
methods

Al system
monitoring methods
Formalised tools and
languages of norms
| regulations
Metrics for privacy,
trustworthiness
Methods, standards
and tools to track
data provenance

(IPR)

Review sandboxing
methods:

overview of Al
sandbox methods
evaluate
shortcomings
sandboxing
methods for the Al
landscape

‘ Medium-term goals

applications, demonstrating

» sdfety, robustness, reliability, resilience,

» explainability, auditability (e.g.
transparency of training data),

» security, fairness, sustainability and
energy-efficient implementations,,
acceptable risk.

Research on and development of methods
to create foundations for compliance by
design:

» enterprise, IT & solutions architecture
models for Al developers, providers, users,
importers and distributors

» life-cycle models for Al and dynamic
compliance

» data and Al documentation methods

» human oversight methods

» Al and monitoring methods

» Development of formal verification
methods for different learning paradigms

systemic risks

Pilot:

» Al life-cycle models

» data documentation methods

» human oversight methods

» Al system monitoring methods

» Sandboxing:

» Develop and pilot of Al sandboxing
methods:

» harmonisation within the legal landscape

Trustworthiness by design for Al: human-
centric Al systems that embed the technical
foundations of trustworthy Al across industrial

(e.g. reinforcement learning, generative Al)
» Understanding, preventing, and mitigating

Long-term
outcomes

Establishment
of governance
frameworks for
trustworthiness
by design

Establishment
of architect
processes for
ethical Al

Socio-economic
impact of
compliant

ADR systems:
increased end
user trust and
acceptance is
measurable;
business
models ‘beyond
compliance’ are
observed
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Areas for progress Medium-term goals Long-term
today/near term outcomes
Auditing methods: TEFs:
» evaluate » Develop sustainable business models for

existing auditing TEFs in high-risk sectors

approaches » Define role of TEFs: only experimentation or
» evaluate certification facilities?

shortcomings w.r.t.
legally compliant
ADR systems

» evaluate
shortcomings
w.r.t. trustworthy,
secure and privacy
preserving ADR
systems

Auditing methods:
» develop and pilot Al-specific auditing
methods
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4 Conclusions

The ADR partnership aimstoenable aresponsible ADR-powered greendigital transformation
for an attractive, sustainable, prosperous, secure and resilient multicultural society,
based on European values, with the highest living standards in the world. Adra focuses
on the cross-section between Al, data and robotics, with the long-term goal of achieving
convergence in these areas. However, as ADR is not yet an area of its own, the trends
and gaps analysis is based on the three existing communities, which all have significant
overlaps and interactions.

The Strategic Research Innovation and Deployment Agenda aims to build on the
fundamentals of Europe cementing its world-leading status in ADR to both enhance the
revenue-generating potential for companies and enrich our society as a whole. There is
currently huge interest in generative Al, especially large language models. The last year
has seen tremendous progress with both text and image-generating models. The next step
is to generate sound and video of comparable quality and then to generate true multi-
media productions. Europe has the potential to take a more active part in the development
of large Al-models. The main limiting factor has been scale. Europe is good at getting
things done on a small scale but has so far not been able to operate at the same size and
complexity as other parts of the world. It is also important to focus on the “next big thing”,
and here we see a great opportunity for Europe as we focus investment on the supply of Al,
data and robotics for enhancing strategic autonomy and resilience.

To achieve the vision of Trustworthy ADR, Europe needs to match its roadmap with
appropriate investmentsininnovation along the supply chain to ensure that companies and
organisations are capable of controlling and supporting the development of capabilities,
skills and technologies for the ADR systems that we want, in accordance with our values.
Europe has both the responsibility and the resources to achieve this, but we have to invest
and dare to take calculated risks. If we do, the potential for global impact and a significantly
better world for people, economy and climate is high.
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